appviewX

Admin Guide

Version: 2019.4.0



Copyright AppViewX, Inc.

Copyright © 2019 AppViewX, Inc. All Rights Reserved.

This document may not be copied, disclosed, transferred, or modified without the prior written consent

of AppViewX, Inc. While all content is believed to be correct at the time of publication, it is provided as
general-purpose information. The content is subject to change without notice and is provided “as is” and
with no expressed or implied warranties whatsoever, including, but not limited to, a warranty for accuracy
made by AppViewX. The software described in this document is provided under written license only,
contains valuable trade secrets and proprietary information, and is protected by the copyright laws of the
United States and other countries. Unauthorized use of software or its documentation can result in civil
damages and criminal prosecution.

Trademarks

The trademarks, logos, and service marks displayed in this manual are the property of AppViewX or other
third parties. Users are not permitted to use these marks without the prior written consent of AppViewX or
such third party which may own the mark.

External Reference Links

This product includes software developed by the CentOS Project (www.centos.org).

This product includes software developed by Red Hat, Inc. (www.redhat.com).

This product includes software developed by VMware, Inc. (www.vmware.com).

All other trademarks mentioned in this document are the property of their respective owners.
Contact Information

AppViewX, Inc.

222 Broadway, FL 19

New York, NY 10038

Email: info@appviewx.com

Web: www.appviewx.com


https://www.centos.org/
https://www.redhat.com/en
https://www.vmware.com/in.html
http://www.appviewx.com/

Contents

(070] o)V T | a1 Y o] AV T= 1Y R [ o TP EEERPRR ii
Copyright © 2019 AppViewX, Inc. All RightS RESEIVEd........c..uviiiiiiiiiieiiie e ii

L2 T [T 1 F= T TP PP RP P PPPPRPP ii
EXternal REfErENCE LINKS. .......uii ittt ettt s e e s nnre e e nnnee e ii
(670 ] g1 r= Yol A 01 (0] £ 41 F= 11 (o] o OO PSP TPUPPPPP ii

L (== ToT =TT PUPPPR PP 9
Y 710 T 11 o] 2SR 9
ADOUL ThIS GUITE ...eeiiiiiiiii ettt e e et e e e ekt et e e e e et b e e e e e anbb e e e e e s bbe e e e e annnes 9

F N8 o= ot PP PPPPPRP PP 9
TEXE CONVENTIONS. ...ttt ettt e st e s st e s E et e e s et e s s r e e e ne e e s nr e e e nsn e e s nnne e e nnneeens 9
Chapter 1. AppVIieWX StACK PIUGINS...ccoiiiiiiiiiiiiiie ettt e e s enneeas 10
AppViewX Stack Plugins Communication Flow (MUlti-NOde)............ooiiiiiiiiiiiiiiiiieeeiieeeeeeeee 11
Chapter 2. AppVIeWX INSTAllatioN......cc.uuuiiiiiiiiie e e e e e e e e e s e s e e e e e eaaeeeeaaananns 12
AppViewX Single Node Installation (Evaluation OVA)..........cccoiiiiiiiiiiiiie it 12
PrEIEOUISITES. ...ttt ettt e e e e e et e e s bbbt bt bt e et e e e e e e e e e s ababbeaeeeeaaaeeesaeaannrne 12
Platform REQUIFEMENTS .....eiiiiiii it e e ee e e e e e e e s s s s s e e e e aeaeeesasasnnrsranneeeeaaeeeens 12

INSTAIL APPVIEWX ...ttt et e e e e sttt e e e s bbb e e e e e sab b et e e e s anbb e e e e s sabneeeeeaas 12
AppViewX Multi-Node Installation (Production OVA) ..o 22

P I EIEQUISIEES. ...uutteteeii ittt et e e e e ettt e e e e e e e ettt e et e e aeeeessaa st et teaeeeeaeaeeeeaeaaannnraaateeeaeaeeeeaeaannnrnns 22
PlatfOrm REQUITEMENTS. ... ...eiiiiiiiiiiee ettt ettt e e st e e e e st e e e e s aabbe e e e e s snbbeeeeeabbneeeeeas 22
INSTAIING APPVIEWX. ...ttt ettt et et e e e e e e s s bbb et e et e e e e e e s e e annbbbbeeeeaeeaaeeaeas 22
AppViewX Native Installation: Single NOAE ... e 29
PrEIEOUISIEES. ..ttt et e e et e e e e et et e e e e e e e e e b e e e e e b e e e e e nnnres 30

OS REOUINBIMIENTS. ...ettetiettee e e e ettt e e e e e e e e e e e ettt et e e e e e e s e e o bbb b ee et e e eaaaeeaaasaanbbbbsseeeeaaaaeaaaanan 30

L 1S 11T T Y o] A= 31
AppViewX Native Installation: MUItI-NOGE ........oouiiiiiiiiiii e 33
PrEIEOUISITES. ...ttt ettt e et e e et e e o bbb b ettt et e e e e e e e e e saaabbbbbaeeeeaaaeeeeaeaaannne 33

Copyright © 2019 AppViewX, Inc. All Rights Reserved. 3



(@IS R = To [T =] (=101 £ T PP PPPPPTPPPPTN 34

INSTANING APPVIEWX. .. ..ttt ettt et e e e e e e e e e e b et et e e e e e e e e e e e e e annnbsbnneeaaaaaaaeens 34

KVM BasSed INSTAIALION. ......ccueieiiiie ittt skttt e e e e s e e s be e sbe e e s anneeennneas 40
Deployment Of @ VHD IMAGE.......uiiiiiiiiiiie ittt sttt sttt e e s bt e e e s s et b e e e e s snbaeeee s 41
Chapter 3. APPVIEWX UPGrade. .. .ottt ettt e e e e e e e e e s e e nnnbeseeeeeaaaaaaeeeaaannes 42
AppViewX Native Upgrade: Single NOUE.........coooiiiiiiiiiiiiicc e e e senaes 42
T =10 (U] (= TP PP PPP 42

OS REOUINBIMIENTS. ...t eeeeettee e e e e ettt e e e e e e e e ettt e et eeeaaaaaasaaaannaebeeeeeeeaaaeeasaeaansssbsseeeaaaaaaaasanan 43

U] To] = To [TaTo I Y o] 0\ VA T=111Y G EERURR 43
MIGPAtiNG VI CLL....eeiiiiiiiiie ettt e e st e e e sttt e e e s sabbe e e e e snabaeeeeeanes 46
MIGrating Via GUILL.......ueeiiiiiiiee ettt et et e st e e e s s 48
AppViewX Native Upgrade: MUIti-NOGE. ... e e e e e e 50
PrEIEQUISIEES. ..ttt ettt e e e ettt e e e e ettt e e e e bt e e e e e b e e e e e b e e e e e annreas 50

OS REQUINBIMIENTS. ...t eeeeettee e e e ettt et e e e e e e e e e et ea b ettt e e e aaaaeasaaaanneebeeeeeeeaaaeeesaeaansnsbesneeeeaaaaaasanan 51

U T To] = Vo [TaTo AN o] 0 AVAT= 1LY U 51
MIGPAtiNG VI CLL....eeiiiiiiiiiie ettt e ettt e e s s bbbt e e e s sabbe e e e e anabeeeeeeanes 54

[ ITo = 1a 1 oo VA = ] U RSO PRI 56
Chapter 4. APPVIBWX RESTOTE...uiiiiiii e i i ettt s et e e e e e e e s e s sttt aeeeeaeaeeesssssansbaraeaneeeaeaeaes 59
Backup and Restore from the Ul..........oiiiiiiiii e 59
Chapter 5. APPVIEWX LICENSE. ..ttt e e e e e e e e e e e bbbt et e e e e e aa e e e s e aannnbabeeeaeaaaaaaaans 62
APPVIEWX LICENSE GENEIALION ...viiiiieeiieiieciiiiie et e e e e e e e e e st e e e e e e e e e e s e s st ereeeaeeeeessesanrbnreereeeeeeas 62
QL0108 o] (=TS g oo 1] s o TR PP PP PP 62

ReNeW an APPVIEWX LICEBINSE. ... .. ittt ettt e e e e e e e e e s et s aeeeeaaaaeaeaeaannnnes 63
Chapter 6. TroUbIESNOOtING ... e e e r e e e e e e e e e e e s e narnreeaeeees 66
DEPIOYMENT ISSUES ....iiiiiiieiiitiee ettt ettt e ettt e e e s kbt e e s sab bt e e e e s bbbt e e e s aabbe e e e e s abbbeeeesanbbaeeeesane 66
POSt-DEPIOYMENT ISSUES ...ttt e e e e e e e ettt et e e e e e e e e s e e e nbanbeeeeeeeaaaeeeaaaannseseneeeeeas 66
Web Ul Throws a 500 Internal SErver EITOr .........ccocvioiiiiiiiie e 66

404 Error When Hitting the Web URL ........coooiiiiiiiic e 67

Menu not displayed When Opening a Module from the Ul ..., 67

Copyright © 2019 AppViewX, Inc. All Rights Reserved. 4



Windows Gateway Errors and SOIULIONS.........ccoiiiiiiiiiiiiiiee et sbaeee e 68

Chapter 7. AdMINISTIAtiVE TaASKS ... ittt e et e e e e e e e e e s ab b e e e eeaaaeeeeaeaannnnes 74
Yo Lo I AN =V W o [ PP EEUPRS 75
Upgrade a Plugin t0 @ NEWET VEISION........icuuiiiiiiiiiiiee e iiieeee ettt ettt e e sttt e e s aabbe e e e s snbaeeee s 76
Change an SSH PORT for Device COMMUNICALION.........ccciiiiiiiieiiiiiiee e iiiieee et e s sireeee e 77
Update an SSL Configuration for Gateway and WEeD..............cccciiiiiiiiiii e 78
Collect LOGS fromM NOUES. ... ...eiiiiiiiiiee ittt e s et e e e st e e e e sabb e e e e enbes 79
Copy an SSH Key Across an Installation NOGEe.............eeiiiiiiiiiiiiiiic e 79
Change the Ulimit and Nlimit Configuration in the Node as a ROOt USEr........ccccccceeeeiiiiiiiiiiiiieneeeennn. 80
Change the SSL CoNfIQUIAtION.........cooiiiiiiii it e s 81
ENADIE VIP fOr WED ACCESS.....ci ittt ettt ettt e sttt e et e e e e e e e e e 81
ENAbIe @ VIP fOr GatEWaY ACCESS.....uuuiiiiiieieeeeieiiiiiitirtr ittt eeee e et e s sistarbreeeeeeaaaaesssaasastarrreeeeeaaeessesannsnes 82
Reset GUI ADMIN PASSWOIT........ueiiiiiiiiiiee ittt ettt sttt e ettt e e sttt e e s st et e e s sbbb e e e s anbbbeeeesannbneeeas 83
Change the Port for a Plugin After INStallation..............cooooiii e 83
Enable SYSLOGS Reception frTOM DEVICES.......cccceiiiiiiiiiiiiieeiiee e e sscraree e e e e e e e s s e sabnrra e e e eae e e 83
Execute Command 0N All NOUES. .....c.oiiiiiiiie ittt e e e e sbbee e e e aees 85
View Heap Size Of the PIUGINS. ....... et e e e e e e e 85
Update the Heap Size of the PIUQINS.........cooo i a e ne s 85
Update Log Level of the PIUGINS.......c.ooiiiiii ettt 86
Configure an ElaSHCSEAICI. ......ooi ettt e e e e e e e e e e e et eeeeeaaaaeaeeeanas 86
Y To o 1 VA=Y T = F= 1) 102 1 (o] o SRR 88
Backup and Restore of an EIaStiCSEAICI..........oouuiiiiiiiiiiie et 88
View the Version of AppVIieWwX COMPONENTS.......coiuuiiiiiiiiieeeae ettt e e e e e e e e e e aeeeeaaaaaeeeaeaanenes 89
Set the Location for Database BaCKUP........ccuiiiieeiiii it e e e e e e e e e e s rae e e e e aaeae e e s 90
CONFIGUIE 8 TETP SBIVET...cii ittt ettt ettt e ettt e e e e et et e e e s b bt e e e e aabb et e e e sabbaeeeesanbbeeeeeaas 90
(0fe] ol To VT g=IN 1 g LI TS A D - VPP PRURRRR 91
Configure an SSL for the Database............ccuuiiiiiiiiiic e rr e e 91
Configure a Fat JAR DEPIOYMENL......coiuiiiiiiiiiiiiee ettt et e e e e b e e e s abeeas 92
Change the Database PaSSWOIT.........ccc.uuuuiiiiiiiiiae ettt e e e e e e et e e e e e e e e e e s e e aenabnbeeeeeaeaaaeans 92

Copyright © 2019 AppViewX, Inc. All Rights Reserved. 5



[ o a L1 (e TR TSI YA L RS = L U =TT 93

Configure an APPVIEWX GlL......eeeiiiiieeei ittt e ettt e e e e e e e e s e e e e b e e eeeaaaeaeaesaanenbbeeneeaeaaaaans 93
Configure @ CYDEIATK AQENT.. ...t e e e e e e s e e e e e e e e eeaaeeessassstrabeesreeaaaeeaesananns 94
(0] 1 To [T I= T o 1) PP PPPPRPPTPPPR 95
Update the NOUGE PASSWOIQ..........oiiiiiiiiiiiiie ettt e e e e e e e e et e e e e e e e e e e e e e annnbenaeeaeaaaaens 96
REVEISE DINS I00KUP.. ..ottt e e e s e e e e e e e e e e s s e s et b et e e e eeeaeeeessassnsanrrrereeeaens 96
7] 0o [ PO PPPPTPPPPOTPPRPN 96
TroubleShOOtING ULHIITY........e ettt e e e e e e e e e e e s ne b e e e e e aaaaaee e s 96
Prerequisites for SSH Deployment 0n CENtOS 7.......coooiiiiiiiiiieiieee e re e e 97
Enable the Consul @nd VAUIL.............oiiiiiiii e 98
RESLOre @ DatADaSE. ........eeiiiiiiieii e 100
From a vault-enabled instance to another vault-enabled instance............cccccevviiiciinee, 100
From a non-vault instance to a vault-enabled iNStanCe...........cccoviiiie e 100
From a non-vault instance to another non-vault iINSTANCE.............cccvveiiiiiiiie i 101
From a vault-enabled instance to a non-vault enabled instance.............ccccooveiiieeniie e, 101
Get the Certificate INfOrMALION ........oouiiiiiiii e 101
Generate a New Certificate for the SSL COMPONENES.......ccciiiiiiiiiiiiiiiiee e 102
WiINAoOWS GateWay INSTAIIET ........eiiiiieie e s e e e e e e e e e e e s e s narnrreeeeees 102
Windows Gateway and its Communication with a Windows Machine..............ccccovcviiieiininnnen, 103
Ways to install WiNndOWS GatEWAY..........ceeeiiiiiiiiiiiiiieiei e et e e e e e e et eeeeeaaaaaaeaeanas 103
ComMUNICALION METNOUS. ... eeiiiiiie e b e 104
Client Certificate AUTNENTICALION..........ciiiiiiiie e 105
(O] 1) or= 1 L] (0] £ T PO PP P PP PPPPPPPPPPPPPP 106
Client Certificate Validation ProCESS .........ceiiiiiiiiiiieiiie it 107
Steps to Integrate With APPVIEWX ...cooiiiiiiiiiiiiiiee et 119
Agent Setup When the Service Account is not a Part of the Administrator Group.................... 128
Configuration SEttNGS Fl.......uueiiiiiiii e e e e e e e e e s e e snnanes 129
(o o @0 I Y o] o] [{o%= 1o o PRSP PRI 130
PUSI ANt . ettt e e e e e e e e e e e e e e e e e e e e e n b e e e eaaaaaaaaeas 132

Copyright © 2019 AppViewX, Inc. All Rights Reserved. 6



REGUITEIMENTS. ...ttt ettt e e s ettt e e e e ab b bt e e e s abbe e e e e e snbbeeeeesnabaeeeeean 133

Enable POWErShell REMOTING .....coiiiiiiiiiiiiiieiee ettt 133
(1@ N o To (@] T =1 1114 T P EUEURPR 134
Upgrade a Web COmMPONENT.........oiiiiiiiiee ittt e e e e s et e e e s e ebaeas 139
APPIY REIEASE PACR..... ettt e e e e e e e e e et e e e e e e e e e ennnb e aeeeeaeas 140
Apply Latest Patches Through Release Portal............ccccvvviiiiiiee e 140
Steps to Add INtegration LIDIAriES. ......cooi it 140
CONFIGUIE 8 SCEP AQENT.... ittt e e st e e e ekt e e e st e e e e s anbb e e e e s aabbneeeenaa 143
(O N Y oo [ PO P T URRUPRTR 144

AN /T Yo 1= PSSR 145
OSCP RESPONUET ...ttt ettt ettt ettt e e e ekt e e e s ea b e et e e e st b e e e e e s anbbe e e e e aabbe e e e e s anbbreeeeaas 148
(D=1 0] (0] 01T gLl o (=T (=0 [N (=TSRRI 148
(BT=To] (o)1 T=T a1 M (=] o TSP PT PRI 148
Chapter 8. Steps to Add INtegration LibrarieS. ... 151
[[@ZoT 01 (o] IR T PP R OPRPORRPPORI 151
Thales (jutils, Kmjava, NTJAVA) .....c..eeiiiiiii e 153
CyberArk (JaVapPaSSWOIASOK) .......ceeeiieiieeiiiae e ettt e e e e e e e e et teeeaaaeeeeaaaannnbebaeeeeaaaaaeaesaaannns 154
Safenet/GemMaltO (JCPIOV) .oeeiiiii it e e e e e e s e s e e e e e e e e e e e s e s s e ann e e rrrreaaaeaeeanas 154
Chapter 9. OS CONFIGUIALIONS ..oiiiiiiiiieeiiiiie ettt e e et e e e s s abr e e e e e snnbeas 155
Set UpP SUAOBT PEIMISSIONS. ... .uiiiiiiiiiiiiie ittt e e bt e e s e e e s aannneeas 155
(Of0] a1 iTo [0 g =Ir= T o [0 1) 1 =10 L= RPN 156
CONFIGUIE N TP AQUIESS. ..ceiei ittt e s bbbt e e s ab bt e e s sbbb et e e s aabbb e e e e annbaeeeas 156
Configure the JEC/NOSES fil...... . i 156
(O70] a1 To [0 == T D NN 1 TP EPRRRR 157
o a o] oY= o [1 o o TR PP P PP PUPPPRRN 157
S TNE TIME ZONE.. . et e et e e et e e e et bt e e e e st e e e a b e e e e ennees 158
Y/ ToTo 113V LT D= L (== 1o o B T 2T TSRS 158
Install Network Time ProtoCOl (NTP)......uiii it e 159
(07e] o1 iTo U Tg=I= O (o] 4 1N L] o FO PP UEUPURT 159

Copyright © 2019 AppViewX, Inc. All Rights Reserved. 7



Chapter 10. AppVIiewX AdMIiN POl ...ttt e e ees 161

(10 LI [ g 1S3 =11 =1 (T o FO P PP PP PP PPPPPPPO 161
AGMINISIEALOT TASKS. .. uttteiiiiee ittt st e e st et e st et e st e e e s abe e e s bre e e snneeeanneeennneeas 162
VIBW the STALUS.....eeeiiii ittt e e e sttt e e s st b et e e e s aabb e e e e s abbeeeeeeaaes 163
ConfIQUIE @ VIFTUAI TP ... ettt e et e e e e e e e et e e e e e e aaeeeeeaaannnnes 163

(070 0110 8 == TS 1] U EEURR PP 163

Manage the COMPONENES. ......oiuiiiiie ittt e e s st b e e s st b e e e e s abbbeeeessnaraeeee s 163

(O =T o] (=T g I AN =T o TP PPPRRPTT 164
INFFASIIUCIUIE ALBITS ..ttt e et e s e e st et e s b e e e sbr e e e anneesbreeennree s 164
Hard Disk Reaching CritiCal LIMILS........c..uuiiiiiiiiiiiiiiiiee e 164

Enable Email Alert if the appviewx.conf File was Tampered With.............cccccciiiiiiiiiiiieeen 164

LO{ g F=T o] =T g 2 AN o o 1= o Lo 1 SRR 166
Appendix A: AppViewX Operational COMMANGS.........cccoiiiiiiiiiiiiiie e 166
Appendix B: AppViewX Stack Plugins List and Default POItS..........cocccoiiiiiiiiieiicieee e 169
APPENIX C: FIreWall RUIES..........ciiiiiiiiiiiic e e e e e e e e e e s s s e e e e e aaeeeeseesnnnnnes 173
Appendix D: General Setup Default POrtS..........cooiiiiiiiiiiii e 174
APPENIX B EFTOr COUES. ... . ettt ettt et e e e e e e e e e e a bbbt et e e e e aaaeeeeaaannnbeenees 175

HT TP COUES. ... ettt bttt b e et h bt et e s et e e sbe e st e e sbe e enbe e sbeeanbeentnas 175

LICENSE EITOr COUES.....ei ittt et e s st e e s ettt e e e e nnbbn e e e e e nnnbeas 175
Appendix F: AppViewX Component DESCHPLIONS. .......caiiiiiiiiiiiiieiet e e e e e e e 177
Chapter 13. Frequently Asked QUESLIONS (FAQS) .uuiiiiiiiieiiii i e e e e e 183
APPVIEWX GUILEIINE ..ottt e et e et e e s ettt e e s e nb b e e e e e e nnaeas 183
AGENT INSTAIALION. ...ttt e e e e e e e e e et bbbt e e e e e e e e e e s e e annnbrbeeeeaaeaaaaaens 183
Fetch Templates and ODJECE IDS.......uuuuiiiiiiie e s e r e e e e e e e e s s s rreeeaeaeeeesaannns 183
AAILIONAI NOTES.......eeeeei ettt e e s e bbbt e e e e e bbbt e e s e b e e e e e nbbe e e e e nnnees 183

Copyright © 2019 AppViewX, Inc. All Rights Reserved. 8



Preface

Revision History

1.0 Initial release of document for Release 2019.4.0 October 2019

About this Guide

The guide introduces and provides step-by-step instructions for configuring and managing the

administrative capabilities of the product.

Audience
This guide is intended for PKI Security, DevOps, and Application Teams.

Text Conventions
The following text conventions are used in this document:

boldface Boldface type indicates graphical user interface elements associated with

an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for which

you supply particular values.

codeblock Indicates commands within a paragraph, URLs, code in examples, text that

appears on the screen, or text that you enter.
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Chapter 1: AppViewX Stack Plugins

» AppViewX Stack Plugins Communication Flow (Multi-Node)
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AppViewX Stack Plugins

AppViewX Stack Plugins Communication Flow (Multi-Node)
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Chapter 2: AppViewX Installation

» AppViewX Single Node Installation (Evaluation OVA)
» AppViewX Multi-Node Installation (Production OVA)
» AppViewX Native Installation: Single Node

« AppViewX Native Installation: Multi-Node

» KVM Based Installation

» Deployment of a VHD Image

AppViewX Single Node Installation (Evaluation OVA)
* Prerequisites
* Platform Requirements

* Install AppViewX

Prerequisites

Before installing AppViewX, make sure you have downloaded the release package in .ova format from
https://release.appviewx.comto either the Downloads folder or to the Desktop in your local environment.

Platform Requirements

VM Server, VMware ESXI | 5.5 and above | 8v 16 GB| 200 GB

Install AppViewX

To install the EVAL version of OVA, which is always a single node installation:

[ Note: A maximum of 200 GB will be allocated. ]

1. Log in to the Vsphere Client.
2. Go to File>> Select File>> Deploy OVF Template.

Copyright © 2019 AppViewX, Inc. All Rights Reserved. 12
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AppViewX Installation

. On the Source screen, browse to the OVA file location.

[ Deplay OVF Termplate - m] x
Souroe
Zeloct the source locakion
Hariare
F Temphst
aind Loca
o
o Complete Dreplory From a file or LEL
E\Appivimnd_OW AL mpgrive:_ ga_bbe. o | r—— I
Erter 4 UAL bo dowrlosd and iretall the OV packags from the Inbemst, o
speciy & loostion scoessble from your computer, such as & local hard drive, &
restwsork, shesre, or 8 CODAD: drrves,
Halp I « Buach I Next = I el
4. Click Next.

5. On the OVF Template Details screen, verify the template details to ensure that you have the right

OVA.

Copyright © 2019 AppViewX, Inc. All Rights Reserved.
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AppViewX Installation

(3 Deploy OWF Termplate - o *

OWF Termplabe Detasils
Varly O%F tarmglate chtads.

O%F Template Detadls

i Product spprvesn_ike
.

et
Dewenland sisa: T8 GE
Sapm an k. 3,9 GB (thn prosamicrmsd)

23001, 0 B (Ehick provisioresd)
[Dsescripkicn:
Help I o [Bach I Mozl » I Cancal I

6. Click Next.
7. (Optional) On the Name and Location screen, modify the server name to be displayed.

Copyright © 2019 AppViewX, Inc. All Rights Reserved. 14



AppViewX Installation

(& Deploy OWF Template - o
Mame and Location
Specify & name and kocation for the deployed bemplate
Souroe ame:
Kame and Location
horege Ther naamesr can conftain up to B0 characters and it must be unique within the: inventony Folder,
C T
Nesbwork Mapping
k [ plet
LI coock |[ met> | coen |

8. Click Next.
9. On the Storage screen, select a storage location.

Copyright © 2019 AppViewX, Inc. All Rights Reserved.
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AppViewX Installation

_ro |

@ Deploy OWF Templste — b
ShaFadge
s o o vant ta Ebor L vrtual machire fies?
SouECE Salect 5 destination shorage For Hhe wirtusl machine files:
A T R
:&. Termpdate Dotals P o T T Capacity | Proviticrsd | Fros | Tyrm T Thin Pren
Storage Il detestorel For-550 411.73 GB 788,53 OB 19867 G WMPSS Supporte
C Formsat H W_SAN _DISKZ  None55D 400 TB B89 TE 1.B2TH WMFS5 Supporte
Netweork, Mapping
Reesdy bo Complete
£ ¥
e
e Do Tipa Capacky || Prosshonsd Free | Typs Thars Procrvs
< ¥
i mpatibility;
Tresufticient dks space For Ehick provisioning which segquires 200000 GB.,
cpsck || mems | corcel |

10. Click Next.

11. On the Disk Format screen, select a disk type.

Copyright © 2019 AppViewX, Inc. All Rights Reserved.
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AppViewX Installation

(3 Depioy OWF Ternplate — o "
sk Format
Iy wevhuich Farmast dio you) weant Bo shors the vartusl diske?
SANE Dhakast
ONF Teemplate Dokl o =
el A
— Avalable space [GE 1.7
Disls Faormast
! - ™ Thick Prenision Lasy Terosd
I Thick Prowvision Esger Zaroed
= Thin Provision
# < Back | fot = I caal I
12. Click Next.

13. On the Network Mapping screen, choose a network adapter.

Copyright © 2019 AppViewX, Inc. All Rights Reserved. 17



AppViewX Installation

= Deplay OWF Ternplate - O =
wetwork Mapphang
thal: netweorks should the deployed bamplate Lse?
Souroe
VF Template Datads hap bhi restweorks used in thes OWF temgilate bo nabendls 0y oUF Peentony
Horage Source Matworks [Diesstinabion Metwors
sk Formad
R WM Metweork_192,168.31 x [ Network192.168.30.2 4
ey b1 plete
Daecriphion:
The WM Network_ 152, 168, 31 % network

corcel |

| coss | [ ]

14. Click Next.
15. On the Ready to Complete screen, verify all details, then start the deployment by clicking the Finish

button.
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[ Porerer on after deployment

=
Reasdy to Complete
Are bhepe e opions yous want bo uee?

ONE Tasmolats [t ade Wheer you chick Finish, the daplonymant Lask will be started

Mmme arvd Location Desployment settings:

A 0 0 P Fila Eihippiews_CVALapprviewns_ ga_ite.ova

:—' ! I" Downioad s .66

febeork Mapoing .

v ba - Size on disk: 1968

Parres; Sppreee_lie
Holt st PTWMSRWIZ . PEYODA COM
Duastastore datastorel
Disk: protisioning: Thah Pervisian
Metwork Mapping:! WM Mstwork 192, 16831 " bo WM Metwork_192.168.31...,

|

qml rnshl

—

16. (Optional) After the OVA wizard finishes deploying the OVA, you can modify the CPUs and the
memory allocation of the server by doing the following:

a. Right-click the server name.

b. Select the Edit Settings option.

c. Make changes to the fields within the Hardware tab.
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I'H’d'-mlnpmr:ﬂﬂm:cesl wrzual Machine Yersan: 8
Memory Configuration
I~ Show All Devices aad.. | |
- 15= |ee_~]

Hardware | Summary 1
[ W Memnary 16384 VB ] " el

H crus a - .

Wides card wideo card -

= VMCI device Restricted

) 5CS controlier 0 LSI Logec Paralisl -

o Hard disk 1 virtusal Disk =

& Flopey dive | Client Devvice 4 ’

W@ Metwork adapter 1 WM Metwaark_192.168.5. .

&

rein | oK cancel |

The minimum hardware requirements are as follows:

CentOS 7.X Yes NC, NMAP-NCAT, NMAP, CURL, SYSSTAT, 8VCPU | 16
TCPDUMP, RSYNC, NETSTAT, ZIP, UNZIP, GB
OPENSSL, BZIP, OPENLDAP-CLIENTS

17. When the deployment wizard finishes, the AppViewX user interactive provisioning console opens
within the vSphere Client. You will use this console to set up your basic network configuration.
18. Type Y on the console, screen to proceed with the network configuration.
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) appiewe_lite on PTVMSRAVOZ PAYO DA, COM - *

File Wiew WM

[}
B Metwork Confl igurat ion

Enter DHS

18.18. 188 .3

Information Provided
EENHAERHNAERN NN BN BRI BB
& IPADDR=192.168.31 .85

B HETMASK=2%" 1

B GATEMHY=13<L . 168 . 31 . 254

B DNS=18.18.188.3

EHRHHER R R RN R RE R
Proceed [YeH ]

"

19. After the basic network configuration process finishes, the installation starts automatically.

¥ appenan_libe on PTYVMSRVD.PAYODA.COM

File Wiew WM

Pll, 16GE RaM, 2BBGE HDD
COmgeOmeEn L [Thi may take |,|1|| 18 mimutes). ..

Applliews | j to iige. Login wsing htt

Prese ctp] s+ loig im

20. After the installation is complete, you can access the application by opening a browser on the host
machine and entering https://<ip>.
* The port 443 is routed to 5004.
* The lite OVA comes with the normal Linux shell by default. When the custom shell is enabled, it
restricts the shell and provides limited functionality to the user.

21. To enable/disable the shell in an AppViewX custom shell, complete the following steps:

a. Log in as an AppViewX user and run the following command to enable a shell: enableshell

When you log in again, the shell will be enabled with limited functionality.
b. Run the following command to disable a shell: disableshell.

c. Enter the AppViewX user account password.
When you log in again, the shell will be disabled.
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AppViewX Multi-Node Installation (Production OVA)

* Prerequisites
* Platform Requirements

* Installing AppViewX

Prerequisites

Before installing AppViewX, make sure you have downloaded the release package in .OVA format from
https://release.appviewx.comto the Downloads folder or the Desktop in your local environment.

Platform Requirements

VM Server, VMware ESXI | 5.5 and above | 8v 32GB|(1TB

Installing AppViewX

To install the production version of OVA:

1. Log in to the vSphere Client.
2. Within vSphere, go to File>> Select File>> Deploy OVF Template
3. On the Source screen, browse to the OVA file location.
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4. Click Next.

AppViewX Installation

5. On the OVF Template Details screen, verify the template details to ensure that you have the right

OVA.

(& Deploy (WF Template

WF Templat e Details
ey OVF Lempists detab.

Pouadt! Sppreae_production_S00gh

Cuywarlaad e TG

= LU o 3.5 B {thin proetsioned)]
50058 vk prosioned)

Casription;

=i |

Cancel |
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6. Click Next.
7. (Optional) On the Name and Location screen, modify the server name to be displayed.

O b o

(2 Deploy 0V Templste

Maivie il Localon
Soecily u rerse ard kaostion For the deploped emoishe

ey b
A .:':;-\.L-\. als l" _.F'N'F.'-F‘
—— hie: st CN DONES, o 10 80 Chiad schaes S | wiist bas Lndis sk, the v pntary Tokier

g < Bach I Mt 3 I =

8. Click Next .
9. On the Storage screen, select a storage location.
@ Doepd i OWF Templabe - ] p
wnrsge
Wikers o vau maanl e shore the virtual wadhive fies?
SATTE Sslect a deshraton o ags far the vrtusl machine Bl
B -... ':rl rﬁ_ll:ll'l' [ Drtwe Type Capacty | Provisonsd Pree  Typm Thin Pres.
Fe—— il stmiorel P AT MM 1ML GE P it
[ask Farrat RN DR M-S0 4mMm RIS 1.TRTR VPR SRt
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L] ¥
CrrpathilEy
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Copyright © 2019 AppViewX, Inc. All Rights Reserved.



10. Click Next .
11. On the Disk Format screen, select a disk type.
ﬂ [eepd iy O Template - x
sk Fermat
T b Formal o v et B sliore e wirusl dslaT
 Saaciuta P il aidiore WM_SAN DTS2
- L Hvmlatie space (8] 17567
P—
Thich Provsior Lary Teepesd
T Thick Peovvision Eager Deros
* Thn Proviion
Hslp < Bach |[ Mk I Cancal I
12. Click Next .

13. On the Network Mapping screen, choose a network adapter.
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14. Click Next .
15. On the Ready to Complete screen, verify all details, then start the deployment by clicking the Finish
button.
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16. After the deployment is complete, access the root folder as a root user by entering the following
command: $ cd /root.

17. Run the network_conf_setup.py script from the root folder by executing the following command: $
python network_conf_setup.py.

The console starts and the user is prompted to enter the network configuration for the node.

|
'rb
mrat ion pleted
conl igure Hostname [YeN ¥
P address 192. 168,317
ter hostmame [ygdn @ prod_ove. applews . con

hoet nane

istname information Provided
ARHERAHEEA N EE A RER R HAER ARSI R IAES
i FUDR prnd _onsa | A e, Coi

B ahort namc prod
HEHERHHEEHHH SRR AR RRR AR

tname cond igqurat

:r the 1
H.1H.1HH4
nier the mawe serue

10.18.186 .4

The dns information provided

HAHERHNEENAHEENAER R ARG N HERE AR

I sarch dioma i n=paynda . com

ETVET
H.188 .3
16H .4
HEEHHHESHHAESRHAESRHESRHAER
1 and change resolv.conf [YH Y
conl | allon comy leted
ation completed
the system
[rootPlocalhost ~ 18

18. After entering the IP address, Netmask, and Gateway information for the node, the following prompt

appears: Proceed [Y/N]. Type Y to proceed.
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File ‘Wiew M

Bl p B E I3 | e

T
HE Network Cond iguration

# 1FADDHA

it METHF =

B GATELY=1" 168 .58 . 251
HHEHEEGE R bR R B R H R
Proceed [YoN]

19. When the prompt Need to configure Hostname [Y/N] appears, type Y to proceed and then provide
the IP address, desired hostname, and the short name for the hostname.
20. At the prompt, Proceed and configure hostname: [Y/N], type Y to proceed with the node

configuration.

el 546215 From 1
18 ed sroot
I python metwork conf

i Metuwork Cood igueat boo
H
E rthe

Lhe 1 i
r the g ey addre

ANNEEAANEEAAN AR RESFR A REERRNEES
i IPADDR 19 1.7

AR AN aRHEH ARG N RERH I ERR AR
§ FDOH p 1 e |

H Short name

HINEERERE
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21. Repeat steps 2-21 for the other nodes where AppViewX is to be deployed.

22.

23.

coml pguirat pon gl
conl igure Hostname [YeN
Enter the Ip address : 192.168.31.72
Enler hostmame Fgdn @ prod o, &
Enter hoztmame shortnane
The hostname (nformatlon Provide
AR AR AR AR AR RS R AR
# FJON il AR B, D
i Short nome prod_ouwa
HENERNNEREN R RNRER N RRRRERTAE

rocesd and conl igure hostname YN

= cond lgurat lon compl
I e sotrosre
earc
Fthe ™
Enter the mamc soruvecr
IH.1H. 184 . 3

wit the mam

18,18 198 .4

The dins information provided

HANEERNAEARNEERNERRNEERNAERENAED

# zearch dosmain paLjnda . oo

AME  SETVE

10.18.188 .3

10.18.186 .4

AHEsHaEdREEdHAERRHARRHAESRIAS

roceed and change resolv,conf [YH Y
resolv.conl conf i ak i -nH||-|'1
s conf igurat ion cospleted

Flease re L the mystem

[root@localhost =18

After the OVA and network configuration steps are completed across all nodes, SSH into any one of
the nodes as an AppViewX user to start the manual installation process. ssh appviewx@<node ip address>
Refer to the AppViewX Native Installation: Multi-Node section of this guide to complete the
installation.

* Prerequisites

» OS Requirements

« Installing AppViewX
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Prerequisites

Before installing AppViewX, make sure the following are true:

* The release package in .tar.gz format has been downloaded from https://release.appviewx.com to
<user_home_directory>.

» The AppViewX addons in .tar.gz format have been downloaded from https://release.appviewx.com to
<user_home_directory>.

» The open files [ulimit -n] and the maximum processes [ulimit -u] should be 65535 with port (SSH) 22
opened.

« If the elastic search is enabled, make sure the following are true:
* The open files [ulimit -n] should be 65536.
* he virtual map count [sysctl vm.max_map_count] should be 262144.

« Locale language should be en_US.utf8.

* CLIENT_CERT should not be enabled when a proxy is available.
* echo "vm.max_map_count=262144" >> /etc/sysctl.conf

* sysctl --system

OS Requirements

CentOS 7.X Yes NC, NMAP-NCAT, NMAP, CURL, SYSSTAT, 8v |32 1TB
TCPDUMP, RSYNC, NETSTAT, ZIP, UNZIP, GB
OPENSSL, BIND-UTILS, FONT CONFIG (version
2.13.0), GIT, GIT-LFS, RSNAPSHOT.

RHEL 7.X No NC, NMAP-NCAT, NMAP, CURL, SYSSTAT, 8v |32 1TB
TCPDUMP, RSYNC, NETSTAT, ZIP, UNZIP, GB
OPENSSL, BIND-UTILS, FONT CONFIG (version
2.13.0), GIT, GIT-LFS, RSNAPSHOT.

* OpenLDAP-CLIENTS to support the SSH subsystem.
» BZIP2 to support elastic search.

[ Note: The SSH+ plugin is not supported in CentOS 6.x and Redhat 6.x. j
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Installing AppViewX

. Go to the user home directory: $ cd <user_home_directory>
. Untar the .tar.gz installer package by entering the following command, which extracts the installer

directory in the current location: $ tar -xvf appviewx_2020.1.0_BXX_RXXXX .tar.gz

3. Navigate to the installer directory by executing the following command: $ cd installer

4. Move appviewx_addons.tar.gz to the installer directory using the following command: mv ../

appviewx_addons.tar.gz.

5. Once moved, complete the steps provided in this section.

6. Type the command Is to verify the existence of the following files: utils/migration_validator.js, utils/

adc_collection_copy.js, AppViewX.tar.gz, installer.sh, copy_ssh_key.py, plugins.meta.sample,
and appviewx.conf.

[sppviewafint-dev-4 ins

plugins.meta. sample

[appyvlewadint - dev

7. To update the plugins configuration to be installed, enter the following command: $ vi appviewx.conf.

8. After editing the conf file press the Esc key, then type :wq to save and quit.
9. Specify the plugins to install under ENABLED_PLUGINS and specify the IP: PORT details for each

10.
11.

12.

plugin to be installed.

When you are done editing the fields, press the Esc key, then type :wq to save and quit the file.

If the latest patches are available for particular versions, then the latest patch file can be downloaded
and applied. Download the patch file from the release portal and extract it in the installer directory.
[appviewx@int-dev-8 installer]s 1s

appviewx.conf plugins.meta.sample

Enter the following command: $./installer.sh .

Upon executing the installer script, the user will be prompted with the following options:
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* Fresh Installation
 Migration

13. Select the option Fresh Installation to trigger installation.
After the install setup script is run, the installation starts extracting AppViewX dependent libraries and
packages.

14. By default, AppViewX will be installed at /home/appviewx/appviewx. To install it in a custom location, enter
the installation path when prompted, and then hit Enter to proceed with the installation.

2. Please walt.

3. Migration

Enter your choice : 1

AppViewX insta on path {Default: (/ho pviews/appyiews):
Starting pre-reg ite check

number of cpus

E cti h
Hew patches not
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15. Enter the following command to ensure that all components are up and running: $ cd

<avx_installed_directory>/scripts && ./appviewx --status all.

16. Access the application by opening a browser on the host machine and entering https://
<web_ip>:<web_port>.
During installation, random passwords generated for the MongoDB users will be available in the

temporary file location: <appviewx_dir>/scripts/.mongo_users (hidden file). This file location will be
displayed during the installation process.

17. If the proxy has been configured for the CA settings, please execute the below command to update the

changes appviewx --restart plugins avx_vendors.

AppViewX Native Installation: Multi-Node
* Prerequisites
* OS Requirements

« Installing AppViewX

Prerequisites

Before installing AppViewX, make sure the following are true:

* The release package in .tar.gz format has been downloaded from https://release.appviewx.com to
<user_home_directory>.
» The AppViewX addons in .tar.gz format have been downloaded from https://release.appviewx.com to

<user_home_directory>.

» The open files [ulimit -n] and the maximum processes [ulimit -u] should be 65535 with port (SSH) 22
opened.

- If the elastic search is enabled, make sure the following are true:
* The open files [ulimit -n] should be 65536.
« The virtual map count [sysctl vm.max_map_count] should be 262144.

« The system time difference between the cluster nodes does not exceed 10 seconds.

Copyright © 2019 AppViewX, Inc. All Rights Reserved. 33


https://release.appviewx.com/Login
https://release.appviewx.com/Login

AppViewX Installation

» The component ports are accessible across the cluster.

* An SSH key is shared across the cluster nodes.

* Locale language should be en_US.utf8.

* CLIENT_CERT should not be enabled when a proxy is available.
* echo "vm.max_map_count=262144" >> /etc/sysctl.conf

* sysctl --system

OS Requirements

CentOS 7.X Yes NC, NMAP-NCAT, NMAP, CURL, SYSSTAT, 8v |32 1TB
TCPDUMP, RSYNC, NETSTAT, ZIP, UNZIP, GB
OPENSSL, BIND-UTILS, FONT CONFIG (version
2.13.0), GIT, GIT-LFS, RSNAPSHOT.

RHEL 7.X No NC, NMAP-NCAT, NMAP, CURL, SYSSTAT, 8v |32 1TB
TCPDUMP, RSYNC, NETSTAT, ZIP, UNZIP, GB
OPENSSL, BIND-UTILS, FONT CONFIG (version
2.13.0), GIT, GIT-LFS, RSNAPSHOT.

* OpenLDAP-CLIENTS to support the SSH subsystem.

* BZIP2 to support elastic search.

Installing AppViewX

o ™
Note: The procedure to enable password-free communication between the nodes has been

incorporated as part of the installation process. You can either pass the key during the installation

process or complete the following steps to pass the key before installation.

N /

- ™
Note: Ensure that the installation path is the same across all the nodes.

J

g ™

Note: The Consul must have been configured in an odd number of nodes and the Vault must

have been configured in the node where a consul is configured. Also, it is not mandatory to
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configure a vault in the database nodes. It is recommended to configure the vault in two nodes
and the consul in three nodes for a multinode.

1. Go to the user home directory: $ cd <user_home_directory>

2. Untar the .tar.gz installer package by entering the following command, which extracts the installer

directory to the current location: $ tar -xvf appviewx_2020.1.0_BXX_RXXXX .tar.gz

3. Go to the installer directory by executing the following command: $ cd installer.

4. Move appviewx_addons.tar.gz to the installer directory using the following command: mv ../

appviewx_addons.tar.gz.

5. Once moved, complete the steps provided in this section.

6. Type the command Is to verify the existence of the following files: AppViewX.tar.gz, installer.sh,

copy_ssh_key.py, plugins.meta.sample, and appviewx.conf.

Lewx@int-dev-4 instal

copy_ssh_key.py plugins.meta. samplle
rlewn@int-dev -4 1as

. For password-free communication between the nodes on which AppViewX is going to be installed,
enter the following command: $ vi copy_ssh_key.py .

8. Press the Insert key on your keyboard to activate Edit mode.
9. Edit the NODE_DETAILS field with the node IPs where AppViewX is going to be installed.

10.
11.

12.
13.
14.

15.

c

PORT DETAILS

When you are done editing the fields, press the Esc key, then type :wq to save and quit the file.
Execute the following command, which allows the keys to be passed between the servers: python

copy_ssh_key.py.

To update the multinode setup to be installed, enter the following command: $ vi appviewx.conf.

After editing the conf file press the Esc key, then type :wq to save and quit.

Update the multi-node flag as TRUE and update the node details: SSH HOST = username@<ipaddress :
installation path>

By default, the SSH PORT is set to 22. Update this field if the SSH PORT has been configured with a
different value.
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e [ appw e [ appilewi , appviewnfi 152 . 1668, 31. 33: fhone/appviews fappyiews, appviews@l92 . 168.31.34: [home fappviewsfa

16. Update the data center details of the node.

DEFAULT DATACENTER = Absecon
DATACENTER = Absecon:192.168.31.32 && Virginia:192.168.31.33,192.168.31.34

17. Update the node details with the port where the database should be running.
[MONGODE ]

ARBITER HOSTS=

18. Set the ENABLE_VAULT field in the VAULT section to TRUE and update the following fields to install
the consul and vault components:

« CONSUL_CLUSTER

« CONSUL_CLIENT_PORT
« HOSTS

« VAULT_CLUSTER_PORT
- LOG_LEVEL

19. Update the node details with the port where the gateway should be running. To enable the external
VIP configured for Gateway, change GATEWAY_VIP_ENABLED = TRUE.

20. Configure the external VIP IP: PORT detail at APPVIEX_GATEWAY_VIP and set the
APPVIEWX_GATEWAY_VIP_HTTPS = TRUE, if SSL is configured in VIP.
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[GATEWAY ]

H =192.168.31

VIEWX GATEWAY KEY=To@ecagl

To enable secure connection in gateway, set APPVIEWX GATEWAY HTTPS as TRUE

To enable VIP for gateway, set GATEWAY VIP EMABLED as TRUE

Update the node details with the port where the web should be running. To enable the external VIP
configured for the Web, change WEB_VIP_ENABLED = TRUE.

Configure the external VIP IP: PORT detail at APPVIEX_WEB_VIP and
APPVIEWX_WEB_VIP_HTTPS=TRUE, if SSL is configured in VIP.

[WEB]

HOSTS=192.168.31.32:5004,192.168.31.33: 5004

ion in web, set APPVIEWX WEB HTTPS as TRUE

APPVIEWX WEB HTTPS=True

wa = =
## To enable VIP for web, set WEB VIP ENABLED as TRUE

EMABLED=Fal
WX WEB VIP
VIEWX WEB VIP HTT

Specify the plugins under ENABLED_ PLUGINS and specify the <IP: PORT> details for each plugin to

be installed.
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EMABLED PL contain a igt of all the
¥ Far the pl cned in ENABLED PLUGINS fi

ABLE PLATFODRM PLUGINS

24. When you are done editing the fields, press the Esc key, then type :wq to save and quit the file.
25. If the latest patches are available for particular versions, then the latest patch file can be downloaded
and applied. Download the patch file from the release portal and extract it in the installer directory.

lappviewx@int-dev-8 Lnstaller]s ls

appviewx.conf plugins.meta.sample

26. Enter the following command: $./installer.sh.
Upon executing the installer script, the user will be prompted with the following options:
* Fresh Installation
* Migration
27. Select the option Fresh Installation to trigger installation.
After the installation setup script is run, the installation starts extracting AppViewX dependent libraries
and packages.
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installe
ion warkspace. T L] . Please walt.

ing installation opt

gn path {pefault: (/

[ views/appyiewx):
site check

number of cpus
total ram

tracting
Hew patches not Found

29. Use the following command to ensure all the components are up and running: $ cd

<avx_installed_directory>/scripts && ./appviewx --status all.

Copyright © 2019 AppViewX, Inc. All Rights Reserved. 39



AppViewX Installation

30. Access the application by opening a browser on the host machine and entering https://

31.

<web_ip>:<web_port>.

During installation, random passwords generated for the MongoDB users will be available in the
temporary file location: <appviewx_dir>/scripts/.mongo_users (hidden file). This file location will be
displayed during the installation process.

If the proxy has been configured for the CA settings, please execute the below command to update the

changes appviewx --restart plugins avx_vendors.

KVM Based Installation

[ Note: The port 443 is routed to 5004.

A WN P

. Log in to the OpenStack server.
. Go to Computer >> Images.
. Click on the Create Image option.

. In the pop-up screen displayed, enter the following mandatory fields:

* Name

+ Select the Image source from the dropdown list: Image File or Image Location

« Click the Choose file button, then navigate to the location of the Image file, and click to select it.
* Select QCOW2 - QEMU Emulator from the format dropdown list.

* Click the Create Image button.

. After the image is created, click the dropdown menu under the Actions column and select Create

Volume.

. In the pop-up screen displayed, enter the following mandatory fields:

* Name
- Set the Volume Size for the image that you created to 200 GB.
* Click the Create Volume button.

Copyright © 2019 AppViewX, Inc. All Rights Reserved. 40



AppViewX Installation

7. After the volume is created, go to Compute > Volumes and then, click the Launch as Instance under
the Actions column.

8. After the instance is created, go to Compute > Instances and then, click on Console under the Actions

column.
9. Set up your basic network configuration.
10. Type Y on the console screen to proceed with the network configuration.
After the installation is complete, you can access the application by opening a browser on the host
machine and entering https://<ip>.

Deployment of a VHD Image
To install a VHD image:
. Open the Hyper-V manager.

. Create a new Virtual Machine (VM).
. On the wizard that opens, click Next and enter a name and location of the image.

A W N P

. On the Assigh Memory screen, enter a startup memory space that needs to be allocated for the
virtual machine.
5. Click Next.
6. On the Configure Networking screen, select a network adapter to use a virtual switch from the
Connection dropdown list.
7. Click Next.
8. On the Connect Virtual Hard Disk screen, enter a location to attach an existing virtual hard disk,
VHD, or VHDX format.
9. Click Finish.
10. Right-click the VM that you created and go to Settings.
11. Modify the number of virtual processors that you want to use and click Apply.
12. When the deployment wizard finishes, use the console to set up your basic network configuration.
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Chapter 3: AppViewX Upgrade

» AppViewX Native Upgrade: Single Node
» AppViewX Native Upgrade: Multi-Node

AppViewX Native Upgrade: Single Node
* Prerequisites

* OS Requirements

» Upgrading AppViewX

* Migrating via CLI

* Migrating via GUI

Prerequisites

Before installing AppViewX, make sure the following are true:

» The release package in .tar.gz format has been downloaded from https://release.appviewx.com to
<user_home_directory>.

» The AppViewX addons in .tar.gz format have been downloaded from https://release.appviewx.com to
<user_home_directory>.

* The open files [ulimit -n] and the maximum processes [ulimit -u] should be 65535 with port (SSH) 22
opened.

« If the elastic search is enabled, make sure the following are true:
 The open files [ulimit -n] should be 65536.
« The virtual map count [sysctl vm.max_map_count] should be 262144.

+ Locale language should be en_US.utf8.

* CLIENT_CERT should not be enabled when a proxy is available.

¢ echo "vm.max_map_count=262144" >> /etc/sysctl.conf

* sysctl --system
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OS Requirements

CentOS 7.X Yes NC, NMAP-NCAT, NMAP, CURL, SYSSTAT, 8v |32 1TB
TCPDUMP, RSYNC, NETSTAT, ZIP, UNZIP, GB
OPENSSL, BIND-UTILS, FONT CONFIG (version
2.13.0), GIT, GIT-LFS, RSNAPSHOT.

RHEL 7.X No NC, NMAP-NCAT, NMAP, CURL, SYSSTAT, 8v |32 1TB
TCPDUMP, RSYNC, NETSTAT, ZIP, UNZIP, GB
OPENSSL, BIND-UTILS, FONT CONFIG (version
2.13.0), GIT, GIT-LFS, RSNAPSHOT.

* OpenLDAP-CLIENTS to support the SSH subsystem.

* BZIP2 to support elastic search.

Upgrading AppViewX

1. Go to the user home directory and untar the .tar.gz upgrade package by entering the following
command: $ cd <user_home_directory> && tar -xvf appviewx_2019.4.0_BXX_RXXXX.tar.gz

2. Go to the installer directory by executing the following command: $ cd installer

3. Move appviewx_addons.tar.gz to the installer directory using the following command: mv ../
appviewx_addons.tar.gz.

4. Once moved, complete the steps provided in this section.

5. Type the command Is to verify the existence of the following files: AppViewX.tar.gz, installer.sh,

copy_ssh_key.py, plugins.meta.sample, and appviewx.conf.

~

(0
Note: To proceed with the new configuration, you need to follow steps 4 to 13. If not, it will

proceed with the old configuration setup. If you are upgrading from a version below 12.0., you
have to follow the new configuration steps. Old configuration steps will not work for versions
below 12.0.
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6. Go to the plugins.meta.sample file using the following command: $ vi plugins.meta.sample

7. Update the ports where platform plugins are going to be installed.

10.

11.

avx_platform_core=localhost: 5081

avx_platform_sy g
avx_platform_syslog_r

. Update the ports where vendor plugins are going to be installed.

Update the external_certificate upgrade configuration to True if an external certificate is already in use.
Update the external_certificate upgrade configuration to False if a self-signed certificate is already in
use.

PR R T P PR R P PR PPN R RS P S R S P PP SR S T
s

#8 External_certificate should be either True or False

e

RERERORTNANRIR OO AR AR O ERER AR RRSROROR PN BNRAIRORERERREAREREREREREROR
[55L]

External_Certificate=True

Set the ENABLE_VAULT field in the VAULT section to TRUE and update the following fields to install
the consul and vault components:

* CONSUL_CLUSTER

* CONSUL_CLIENT_PORT

* HOSTS

* VAULT_CLUSTER_PORT

« LOG_LEVEL

Copyright © 2019 AppViewX, Inc. All Rights Reserved. 44



AppViewX Upgrade

12. Update the custom SSH port configuration if required where default communication is through port 22.
R N R R R IR R RN O NN R ORI R RO TNRERREENER
SSH_PORT should have the value of the AppViewX environment SSH Port
In case of multinode setup, it should be comma separated values.
(Singlenode)
(Multinode)
e LU LR R

[ ENVIRONMENT ]
55H_PORT=22

For more details on how to configure syslog, refer to the Enable SYSLOGS Reception from Devices
section of this guide.

13. When you are done editing the fields, press the Esc key, then type :wq to save and quit the file.

14. Rename the file to plugin.meta.

15. If the latest patches are available for particular versions, then the latest patch file can be downloaded
and applied. Download the patch file from the release portal and extract it in the installer directory.

[appviewx@int-dev-8 installer]s 1s

appviewx.conf plugins.meta.sample

16. Trigger the migration process with the following command: $ ./installer.sh
Upon executing the install script, the user will be prompted with the following options:
* Fresh Installation

+ Migration CLI

For steps, click here.
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+ Migration GUI

For steps, click here.

1. Select the option Migration CLI to trigger the migration. If you want to upgrade the application in the
GUI, please refer to point No. 24.

2. Specify the path where the earlier version is currently running and press Enter on your keyboard.

[appviewx@int-d installer]% .finstaller.sh
Preparing installation work This may take a few mlnutes. Please walt.

Choose one of the following installation options

Enter your choice : 2

Enter the path where AppViewX is installed: [home/appvilewx/appviews]]

The upgrade process is triggered, which stops the previous running AppViewX components.

After the components are stopped, the prerequisite check for the node is performed. The patch file is
copied, extracted, and applied to the node.

Copying Patch file to : 192.168.
Extracting Patch file on : 192.168.
Applying Patch on : 192.168.

|
20608

en_U5.UTF-8
Not Installed
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The initialization process for the 2019.4.0 upgrade starts.

ave_platform scheduler

3. Validate the status of the upgrade using the following command and ensure that all components are up

and running: $ cd <avx_installed_directory>/scripts && ./appviewx --status all
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[appvilewx@int-dev-B scripts]s

A
va_platfo

4. Access the application by opening a browser on the host machine and entering https://
<web_ip>:<web_port>.

1. Select the option Migration GUI to trigger the migration.

2. Specify the path where the earlier version is currently running and press Enter on your keyboard.

[appviewx@int-de nstaller]% .finstaller.sh
Preparing installation workspace This may take a few minutes. Please walt.

C one of the following installation options
1 stallation

Z. »n=CLI

3. Migration-cUI

Enter your choice : 2

Enter the path where AppViewX is installed: [home/appviewxfappviews]]

The upgrade process is triggered, which stops the previous running AppViewX components.

« After the components are stopped, the prerequisite check for the node is performed.
» AppViewX now takes a backup of the whole application.
« A unigue URL will be generated.
3. Copy that URL and paste it in your browser.
» Now the upgrade process will begin. You can track the installation progress on the window.
* You can view the step-wise details by clicking the Logs icon.
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* You will see the following screen once the process is complete:

gy wralallalom

appviewX

201534

@ Successfuly upgraded

4. Click Launch.
You will be redirected to the AppViewX login page.

o ™
Note: During migration, random passwords generated for the MongoDB users will be available

in the temporary file location: <appviewx_dir>/scripts/. mongo_users (hidden file). This file

location will be displayed during the installation process.

 Case 1 - If the admin password has been changed, then no random passwords will be
generated.

+ Case 2 - If the admin password has not been changed but the appviewx user password has
been changed, then the random passwords will be generated for an admin and aps user.

« Case 3- If the admin password has not been changed but the aps user password has been
changed, then the random passwords will be generated for an admin and appviewx user.

* Case 4 - If the admin password has not been changed but the appviewx and aps user
passwords have been changed, then the random passwords will be generated for an admin.

« Case 5 - If the password has been changed for all the users (admin, appviewx, and aps),
then no random passwords will be generated.

 The passwords that were changed will only get updated in the .mongo_users file and the
user will be intimated. If no password has been changed, the user will not be intimated
and .mongo_users file will not be created.

If the proxy has been configured for the CA settings, please execute the below command to

update the changes appviewx --restart plugins avx_vendors.
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AppViewX Native Upgrade: Multi-Node
* Prerequisites

* OS Requirements

» Upgrading AppViewX

» Migrating via CLI

* Migrating via GUI

Prerequisites

Before installing AppViewX, make sure the following are true:

* The upgrade release package in .tar.gz format has been downloaded from https://
release.appviewx.comto the <user_home_directory>.

» The AppViewX addons in .tar.gz format have been downloaded from https://release.appviewx.comto
<user_home_directory>

» Move appviewx_addons.tar.gz to the installer directory using the following command: mv ../
appviewx_addons.tar.gz.

* The open files [ulimit -n] and the maximum processes [ulimit -u] should be 65535 with port (SSH) 22
opened.

« If an elastic search is enabled, make sure the following are true:
» The open files [ulimit -n] should be 65536.
« The virtual map count [sysctl vm.max_map_count] should be 262144.

* The system time difference between the cluster nodes does not exceed 10 seconds.

» The component ports are accessible across the cluster.

» An SSH key is shared across the cluster nodes.

« Locale language should be en_US.utf8.
» Execute below command to check default locale language: localectl
* To set locale language: As a root user, execute localectl set-locale LANG=<locale name>

* CLIENT_CERT should not be enabled when a proxy is available. Run the following command as a root
user to set the virtual map count to 262144;

[ Note: Run the following command as a root user to set the virtual map count to 262144 j
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* echo "vm.max_map_count=262144" >> /etc/sysctl.conf

* sysctl --system

Note: Prior to initiating the upgrade process (from previous versions of AppViewX to 2019.4.0),
execute the script migration_validator.js to find out if you can perform an upgrade or not

OS Requirements

CentOS 7.X Yes NC, NMAP-NCAT, NMAP, CURL, SYSSTAT, 8v |32 1TB
TCPDUMP, RSYNC, NETSTAT, ZIP, UNZIP, GB
OPENSSL, BIND-UTILS, FONT CONFIG (version
2.13.0), GIT, GIT-LFS, RSNAPSHOT.

RHEL 7.X No NC, NMAP-NCAT, NMAP, CURL, SYSSTAT, 8v |32 1TB
TCPDUMP, RSYNC, NETSTAT, ZIP, UNZIP, GB
OPENSSL, BIND-UTILS, FONT CONFIG (version
2.13.0), GIT, GIT-LFS, RSNAPSHOT.

o ™
Note: To configure RSNAPSHOT, download the .config file from this link. In that config file, you

can configure the value of snapshot_root (specify a location with free space) and backup (the

location where AppViewX is installed).
N /

The following packages are required only in specific cases:

* OpenLDAP-CLIENTS to support the SSH subsystem.
* BZIP2 to support elastic search.

Upgrading AppViewX

1. Go to the user home directory and untar the .tar.gz upgrade package by entering the following
command: $ cd <user_home_directory> && tar -xvf appviewx_2019.4.0_BXX_RXXXX.tar.gz
2. Go to the installer directory by executing the following command: $ cd installer
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3. Move appviewx_addons.tar.gz to the installer directory using the following command: mv ../
appviewx_addons.tar.gz.
4. Once moved, complete the steps provided in this section.

5. Type the command Is to verify the existence of the following files: AppViewX.tar.gz, installer.sh,

copy_ssh_key.py, plugins.meta.sample, and appviewx.conf.

plugins.meta. sample

6. To proceed with the new configuration, you need to follow steps 4 to 13. If not, it will proceed with the
old configuration setup. If you are upgrading from a version below 12.0., you have to follow the new
configuration steps. Old configuration steps will not work for versions below 12.0.

o ™
Note: The Consul must have been configured in an odd number of nodes and the Vault must

have been configured in the node where a consul is configured. Also, it is not mandatory to
configure a vault in the database nodes. It is recommended to configure the vault in two nodes
and the consul in three nodes for a multinode. If the existing AppViewX version is 12.4.0

or later, make sure you update the VAULT section the same as the existing version in the

appviewx.conf file.
N /

7. Go to the plugins.meta.sample file using the following command: $ vi plugins.meta.sample
8. Update the IP and PORT details of the nodes where platform-specific plugins are going to be installed.

platform_queue=192,168.31. 3
_platferm_insight=localho

latform_syslog=localh
latform_syslog_recelve

9. Update the IP and PORT details of the nodes where subsystem plugins are going to be installed.

avx_subsystems = 192.168.31.32:5100,192.168.31.33:5100

10. Update the IP and PORT details of the node where vendor plugins are going to be installed.

11. Update the external_certificate upgrade configuration to True if an external certificate is already in use.
Update the external_certificate upgrade configuration to False if a self-signed certificate is already in

use.
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BRI RO NN R ORI NN TINRTOONRRACERRROERRREEERRTIER
[-4]

8% External Certificate should be elther True or False

L5

EEEERFEEREEEER P P E R E e R E R R - e
r SSL ]

External_Certificate=True

12. Set the ENABLE_VAULT field in the VAULT section to TRUE and update the following fields to install
the consul and vault components:
« CONSUL_CLUSTER
* CONSUL_CLIENT_PORT
« HOSTS
* VAULT_CLUSTER_PORT
* LOG_LEVEL

13. Update the custom SSH port configuration if required where default communication is through port 22.
g e e B s T S e e e

55H_PORT should have the value of the AppViewX environment 55H Port
In case of multinode setup, it should be comma separated values.

Eg:

55H_PORT=2 {Singlenode)

S5H_PORT=22, 2 (Multinode)

e e e e e -

[ ENVIRONMENT ]
SSH_PORT=22

For more details on how to configure syslog, refer to the Enable SYSLOGS Reception from Devices
section of this guide.

14. When you are done editing the fields, press the Esc key, then type :wq to save and quit the file.
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15. Rename the file to plugin.meta.
16. If the latest patches are available for particular versions, then the latest patch file can be downloaded

and applied. Download the patch file from the release portal and extract it in the installer directory.
[appviewx@int-dev-8 installer]s 1s

appviewx.conf plugins.meta.sample

17. Trigger the migration process with the following command: $ ./installer.sh

Upon executing the install script, the user will be prompted with the following options:
* Fresh Installation

+ Migration CLI

For steps, click here.

* Migration GUI

For steps, click here.

Migrating via CLI

1. Select the option Migration CLI to trigger the migration. If you want to upgrade the application in the
GUI, please refer to point No. 24.
2. Specify the path where the earlier version is currently running and press Enter on your keyboard.

[appviewx@int-d imstaller]s ./installer.sh
Preparing install on workspace. This may take a few mlnutes. Please walt.

Choose one of the following installation options
1. Fresh Installation

2. Migratien-CLI
3

. Migration-GUI
Enter your choice : 2

Enter the path where AppWiewX is installed: /home/appviewx/appviews]

The upgrade process is triggered, which stops the previous running AppViewX components.
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After the components are stopped, the prerequisite check for the node is performed. The patch file is
copied, extracted, and applied to the node.

Copying Patch file to : 192.168.

Extracting Patch file on : 192.168.

Applying Patch on : 192.168.

|
20068
en_L5.UTF-8

Not Installed

The plugins defined in the plugins .meta configuration starts.
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ave_platform_scheduler 152.168.98.9

3. Validate the status of the upgrade using the following command and ensure that all components are up

and running: $ cd <avx_installed_directory>/scripts && ./appviewx --status all

4. For any customers who are having HSM devices managed in appviewx any version prior to 2020.1.0,
kindly ensure to execute appviewx --kek-migration once after all the components are up and running post-
migration.

5. Access the application by opening a browser on the host machine and entering https://

<web_ip>:<web_port>.

Migrating via GUI

1. (Alternative Option) Select the option Migration GUI to trigger the migration.

one of the following installation options
Fresh Installation
M ation-CLI
. Migration-GUI

Enter your choice : 2

Enter the path where AppViewX Ls installed: /home/appviewx
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The upgrade process is triggered, which stops the previous running AppViewX components.

« After the components are stopped, the prerequisite check for the node is performed.
» AppViewX now takes a backup of the whole application.
* A unigue URL will be generated.
3. Copy that URL and paste it in your browser.
» Now the upgrade process will begin. You can track the installation progress on the window.
* You can view the step-wise details by clicking the Logs icon.
« You will see the following screen once the process is complete:

appviewX

Camnplalrg wralallalcn

appviewX

4. Click Launch.
You will be redirected to the AppViewX login page.

Note: During migration, random passwords generated for the MongoDB users will be available
in the temporary file location: <appviewx_dir>/scripts/. mongo_users (hidden file). This file
location will be displayed during the installation process.
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* Case 1 - If the admin password has been changed, then no random passwords will be

generated.

+ Case 2 - If the admin password has not been changed but the appviewx user password has
been changed, then the random passwords will be generated for an admin and aps user.

- Case 3- If the admin password has not been changed but the aps user password has been
changed, then the random passwords will be generated for an admin and appviewx user.

* Case 4 - If the admin password has not been changed but the appviewx and aps user
passwords have been changed, then the random passwords will be generated for an admin.

» Case 5 - If the password has been changed for all the users (admin, appviewx, and aps),
then no random passwords will be generated.

 The passwords that were changed will only get updated in the .mongo_users file and the
user will be intimated. If no password has been changed, the user will not be intimated
and .mongo_users file will not be created.

If the proxy has been configured for the CA settings, please execute the below command to

update the changes appviewx --restart plugins avx_vendors.
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« Backup and Restore from the Ul

Backup and Restore from the Ul

To backup and restore:

1. In the application, go to the Software Update.

Wlishoorm 10 Appiee !

COATIFICATES FRCWALLS

Dvaccwn Cartfcaiaon ) Db & Do 1

S5H KEVS

Do Wryn snd it from.
Or-promie

WISLAL WORKFLOW APPVISNON

Dhanticgr i Asomaiion Whorkdfices Ducover Appiication

2. Upload files to the AppViewX server.
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= appviewd

Softears update censer

y

=

A

You can upload multiple files to the AppViewX server.
3. Once, the upload is done, click Install to complete the installation process.
4. To take snapshots of the instance, navigate to the Manage Components sections as shown below:

Wlishoorm 10 Appiee !

COATIFICATES FRCWALLS S5H KEVS

Dincowes Corifcaion ) Onboand 8 Dewvicn o Dacows Ky and Fiost from,
Cn-promings. ¥

WER AFPLICATION WISLAL WORKFLOW APPVISNON
FIREWALL

Ot s Aicrmalion Werkioe Cuacover Appiicaton, b

5. Click Create a backup to create a backup. Choose Now as shown in the following image if you want
to take the backupimmediately. You can also choose between Daily/Weekly/Monthly/Yearly if you

want to schedule a backup.
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You can view scheduled snapshots if you select the scheduled list option. Here, you can remove the
scheduled snapshots.

= appviewl B OO TR MM OMTLOENIETY H T 1
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« AppViewX License Generation
 Renew an AppViewX License

AppViewX License Generation

Generate a license using the hostname of the primary node where AppViewX was installed earlier. To
fetch the hostname from the node, execute the command appviewx —-license host-fetch.

* Troubleshooting

Troubleshooting

The following issues can cause an error while uploading a license:

* License Upload Failure Due To Invalid Hostname

* License Upload Failure With A License Activation Error

License Upload Failure Due To Invalid Hostname

Issue: License upload fails with the error as shown below:

Licenss uplcading failed

B P o sm el ek B

Solution:

1. Fetch the hostname on which the license is going to be generated by entering the following command:
$ appviewx --license host-fetch.

2. Generate and upload a new license with the hostname retrieved.
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License Upload Failure With A License Activation Error

Issue: License upload fails with a license activation error

License activation failed

This issue can occur when the gateway refresh fails due to a session timeout.
Solution:

To resolve it, perform a gateway refresh by entering the following commands:

$ cd <avx_installed_directory>/scripts && ./appviewx --gwrefresh

$ .Jappviewx --restart avx_platform_scheduler

Renew an AppViewX License

To renew an AppViewX license:

1. Log in to AppViewX GUI using the credentials:
<http(s)>:<appviewx_web_ip>:<appviewx_web_port>
2. Click the Menu button.
3. Go to Settings >> General >>License.
The License screen appears, showing details about the main license and all subscribed licenses.
4. Click the Upgrade License button to renew the license.
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AppViewX License

5. On the Upload License screen that appears, click Browse and then locate and select the license

upgrade file.

Upload license

Browsa and upload your icanse hana

6. As soon as you select a file, the Upload button becomes active. Click it to begin the upload process.

The screen then displays a license preview screen listing the modules that you have purchased and

the license limits and counts for each.

License proview

Updating new lcense for

ADC+ 499549 Objacls
CERT- 150000 Catficates
SECURITY+ 100090 Devices

7. Click Continue.

As soon as the license is ploaded and activated, the screen displays the message, "The license has

been uploaded and activated successfully."
8. Click Ok to return to the login screen.
When you log in again, your newly upgraded license will be active.
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-
o Troubleshooting:

- If the license is uploaded and not activated, the screen displays the message: The license
has been uploaded successfully, but the activation has failed. For more information

contact AppViewX support.
« If the license upload has failed, the screen displays the message: The license upload has

failed, try uploading it again.
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» Deployment Issues
» Post-Deployment Issues
* Windows Gateway Errors and Solutions

Deployment Issues

avx_platform_scheduler shows the status as Not Started.
Issue: The status of the avx_platform_scheduler is Not Started.

Solution: Scheduler has a dependency on the database and the gateway, so the gateway might take
some time to come up. After the gateway is in a Running state, the avx_platform_scheduler should start
automatically. If the scheduler still does not start, start it manually by entering the following command: $

appviewx --start avx_platform_scheduler

Post-Deployment Issues

This section covers solutions to issues that might occur after you deploy AppViewX.

* Web Ul Throws a 500 Internal Server Error
» 404 Error When Hitting the Web URL
* Menu not displayed When Opening a Module from the Ul

Web Ul Throws a 500 Internal Server Error

Issue:After you log in to the application from the web, the screen displays a 500 internal server error.

Wihat happered?

|- J 8 L] O DN [ YT W TG W 00ERS
- . Whal can | do?

F s il S i prOBRTES (e CONC] your AP SUppoR I ikl
¥y o e App'siew ) acmimaieaion, chsc your log M b detais about the smor

INTERNAL SERVER ERROR
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Solution: Restart the following two plugins of AppViewX:

- avx_platform_core
» avx_platform_gateway

1. To restart the plugins, execute the following commands:

$ appviewx --restart plugins avx_platform_core

$ appviewx --restart avx_platform_gateway

2. After you restart them, check the status of the plugins using the following commands:

$ appviewx --status plugins avx_platform_core

$ appviewx --status avx_platform_gateway

3. If the 500 error persists, enter the following command to refresh the gateway after all the plugins are in

a Running state: $ appviewx --gwrefresh

404 Error When Hitting the Web URL
Issue: A 404 Error appears when you try to access AppViewX.

Solution: Initialize the gateway and then restart the web and plugins by entering the following commands:

$ appviewx --initialize avx_platform_gateway

$ appviewx --restart avx_platform_web

Menu not displayed When Opening a Module from the Ul

Issue: The menu is not displayed when you try to open a module within the Ul.

Solution: This error can occur when opening individual module pages from the web. To resolve it:
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1. Restart the avx_platform_queue by entering the following command: $ appviewx --restart plugins

avx_platform_queue

2. After the plugin displays a status of Running, refresh the gateway by entering the following command:

$ appviewx --gwrefresh

Windows Gateway Errors and Solutions

767cf2b6-bfc3-45a0-9490-a95¢f841e693:
Connecting to remote server <machine name>
failed with the following error message : WinRM
cannot process the request. The following error
occurred while using Kerberos authentication:
The computer <name> is unknown to Kerberos.
Verify that the computer exists on the network,
that the name provided is spelled correctly,

and that the Kerberos configuration for
accessing the computer is correct. The most
common Kerberos configuration issue is that
an SPN with the format HTTP/<machine
name> is not configured for the target. If
Kerberos is not required, specify the Negotiate
authentication mechanism and resubmit the
operation. For more information, see the
about_Remote_Troubleshooting Help topic.

« This issue occurs with Powershell remoting as it uses Kerberos authe

« In the agent machine, start the command prompt as an administrator
setspn -s http/machinename domainusername.

« This will work in the environments where Kerberos authentication anc

« If no kerberos authentication is set up, then the communication must

Retrieving the COM class factory for remote
component with CLSID

» The component used for accessing CA (certadm.dll) is not installed

» Check if the DLL is available in C:WindowsSystem32 folder or else,
Server Administration Tools (RSAT) for the respective OS.

For example, for Windows 10 https://www.microsoft.com/en-in/downl

PowerShell ScriptExecution Error: Access is
denied. 0x80070005 (WIN32: 5) OR Error Code
0x80070005 - Access is denied

» The username must be configured as Username@Domain.

» The user must have admin access to the remote/target machine or m
administrator group.

+ Go to the Local Users and Groups and access Administrators. Chec
username is a part of the administrator group.
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Connecting to remote server <machine name>
failed with the following error message: WinRM
cannot process the request. The following error
with error code 0x80090322 occurred while
using Negotiate authentication: An unknown
security error occurred.

« This issue occurs with Powershell remoting as it uses Kerberos authe

« In the agent machine, start the command prompt as an administrator
setspn -s http/machinename domainusername.

« This will work in the environments where Kerberos authentication anc

« If no kerberos authentication is set up, then the communication must

The WIinRM client received an HTTP status
code of 502 from the remote WS-Management
service. For more information, see the

about_Remote_Troubleshooting Help topic

 Check if the WinRM service is running.

 Go to the Powershell on the target machine and run the command w
« Execute the command Enable-PSRemoting -force.

» Execute the command netsh winhttp show proxy and if a proxy is configure

command netsh winhttp reset proxy.

41783361-015b-453f-b321-e31709b1850c:
Connecting to remote server <machine name>
failed with the following error message : Access
is denied. For more information, see the

about_Remote_Troubleshooting Help topic.

» The username must be configured as Username@Domain.

» The user must have admin access to the remote/target machine or m
administrator group.

» Go to the Local Users and Groups and access Administrators and
username is part of the administrator group.

+ Check if the WinRM service is running.

» Go to Powershell on the target machine and execute the command \

» Execute the command Enable-PSRemoting -force.

The client cannot connect to the destination
specified in the request. Verify that the service
on the destination is running and is accepting
requests. Consult the logs and documentation
for the WS-Management service running on

the destination, most commonly IIS or WinRM.
If the destination is the WinRM service, run

the following command on the destination to
analyze and configure the WinRM service: winrm

quickconfig

» Check if the WinRM service is running.
» Go to Powershell on the target machine and execute the command \

« Execute the command Enable-PSRemoting -force.

d4f98a6a-41ef-4864-9848-03a07e113d75:
CCertRequest::Submit: The RPC server

is unavailable. 0x800706ba (WIN32: 1722
RPC_S_SERVER_UNAVAILABLE)

Go to the target machine and start the RPC service if it is stopped.
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727838ed-151e-46bf-883c-07cch3a3989f:
Connecting to remote server <machine
name> failed with the following error
message : The user name or password is
incorrect. For more information, see the

about_Remote_Troubleshooting Help topic.

» The username must be configured as Username@Domain.

 The user must have admin access to the remote/target machine or m
administrator group.

» Go to the Local Users and Groups and access Administrators and
username is part of the administrator group.

» Check if the WinRM service is running.

» Go to Powershell on the target machine and execute the command \

« Execute the command Enable-PSRemoting -force.

fd3812f9-030a-421c-81e7-0e0510ce49e0:
Access to the path \\<machine name>\C$\
\Windows\Temp\\qgwwkqi3.fff' is denied.

» The username must be configured as Username@Domain.

 The user must have admin access to the remote/target machine or m
administrator group.

» Go to the Local Users and Groups and access Administrators and
username is part of the administrator group.

More than 5 connections are not allowed

* Run Powershell as an administrator.
 Check existing config: winrm get winrm/config.
» Change the settings to increase the maxshellsperUser to 100 on the

issue is concurring.

winrm set winrm/config/winrs ‘@{MaxConcurrentUsers="20"}'
winrm set winrm/config/winrs ‘@{MaxShellsPerUser="100"}'

winrm set winrm/config/winrs ‘@{MaxMemoryPerShellMB="512"}'

Connecting to remote server failed with the
following error message: The WS-Management
service cannot process the request. This user

is allowed a maximum number of 4 concurrent
shells, which has been exceeded. Close existing
shells or raise the quota for this user.

* Run Powershell as an administrator.
 Check existing config: winrm get winrm/config.
» Change the settings to increase the maxshellsperUser to 100 on the

issue is concurring.

winrm set winrm/config/winrs ‘@{MaxConcurrentUsers="20"}'
winrm set winrm/config/winrs ‘@{MaxShellsPerUser="100"}'

winrm set winrm/config/winrs '@{MaxMemoryPerShellMB="512"}'

Client Certificate gives Permission Denied 403
errors. This can happen in a certain environment

and it's intermittent

« Check if the client certificate is installed correctly by validating the chs

* The root of the client certificate must be available in the Trusted Roo
server.

« The intermediate of the client certificate must be available in the Inter
authorities of the server.

« If all of the above are fine, go to the agent server and complete the fo
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1. MMC

2. Add/Remove Snaplin.

3. Select certificate.

4. Select LocalMachine.

5. Go to Personal Store and click on client certificate

6. Go to chain.

7. Export the root certificate and save as Root.cer in a location

8. Import the Root.cer into trusted root back again

9. If this does not solve the issue, then check if the trusted root conta
10. Click on Trusted Root store and check if there any certificate whic

IssuedBYy different

11. Take a backup of such certificates and move it to respective store:

12. If it does not solve the issue, then add the root certificate to the Cl;

The permission on the certificate template do
not allow the current user to enroll for this type
of certificate

1. Go to the CA server.

2. Open Certificate Authority and select the CA Server.

3. Right-click on properties and select the Security tab.

4. Check if the user used in Agent has the necessary permissions to re
request certificate(s).

5. If the user is a part of a group, then ensure that the group has the re

6. Click on the Certificate Templates and right-click to manage the tel

7. Right-click on the template which has the issue and navigates to sec

8. Add permission to the user or group.

An attempt was made to open a

Certification Authority database

session, but there are already too many

active sessions on a request using
CERTADMINLib.lenumCERTVIEWROW.Next().

In the CA server, navigate to the registry through the regedit command &

1. HKLMSYSTEMCurrentControlSetServicesCertSvcConfiguration
hex (100 Dec)

2. HKLMSYSTEMCurrentControlSetServicesCertSvcConfiguration
is also set to 64 hex (100 Dec)

803f4314-3a11-486a-87e5-367b8c5c6f9f: The

user name or password is incorrect.rn

» The username must be configured as Username@Domain.

» The user must have admin access to the remote/target machine or m
administrator group.

» Go to the Local Users and Groups and access Administrators and

username is part of the administrator group.

42abelef-2bff-40e8-82e2-c97¢5707a0c1:
Connecting to remote server <machine

The user name or password is incorrect.
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name> failed with the following error

message : The user name or password is
incorrect. For more information, see the
about_Remote_Troubleshooting Help topic.

Connecting to remote server <machine name>
failed with the following error message: WinRM
cannot complete the operation. Verify that
the specified computer name is valid, that
the computer is accessible over the network,
and that a firewall exception for the WinRM
service is enabled and allows access from
this computer. By default, the WinRM firewall
exception for public profiles limits accesses
to remote computers within the same local
subnet. For more information, see the
about_Remote_Troubleshooting Help topic.

» WinRM service is already running on the following location of the ma
C:Windowssystem32>WinRM quickconfig

« If WinRM is not set up to allow remote access to this machine for ma
changes must be made:
1. Create a WinRM listener on HTTP://* to accept WS-Man requests
2. Make these changes [y/n]? y

There is not enough space on the disk

Ensure that your hard disk has enough free space.

Management Connect to remote machine
<machine name> as user failed with the
following error User credentials cannot be used
for local connections

» The username must be configured as Username@Domain.

 The user must have admin access to the remote/target machine or m
administrator group.

» Go to the Local Users and Groups and access Administrators and
username is part of the administrator group.

« Configure the credentials in AppViewX.CertPlus.Service Logon opt

Denied by Policy Module 0x80094800, The
request was for a certificate template that is not
supported by the Active Directory Certificate
Services policy: WebServerl.

Use template name instead of the template display name.

Device Communication failed while using Native
option to connect to CA remotely
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. Go to the agent machine.
. Open services.msc using Start > Run command on the Windows n
. Find the service AppViewXCertPlus.

1
2
3
4. Right-click and view properties.
5. Click on the log on tab.

6

. Change the option to this account and enter the user account and ps
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7. Click on Apply and a message will popup to add the account as Lo¢
and save changes.
8. Click on restart the service.

©

. Remove the username and password from AppViewX.

Certificate Request (CSR) is using a different . Go to the agent machine.

account to request a certificate from CA as . Open services.msc using Start > Run command on the Windows n
compared to account configured in AppViewX . Find the service AppViewXCertPlus.
. Right-click and view properties.

. Click on the log on tab.

. Change the option to this account and enter the user account and p:s

N o o~ WD P

. Click on Apply and a message will popup to add the account as Lo
and save changes.

(o]

. Click on restart the service.

9. Remove the username and password from AppViewX.
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Chapter 7: Administrative Tasks

Add New Plugins

Upgrade a Plugin to a Newer Version

Change an SSH PORT for Device Communication

Update an SSL Configuration for Gateway and Web

Collect Logs from Nodes

Copy an SSH Key Across an Installation Node

Change the Ulimit and Nlimit Configuration in the Node as a

Root User

Change the SSL Configuration

Enable VIP for Web Access

Enable a VIP for Gateway Access

Reset GUI Admin Password

Change the Port for a Plugin After Installation
Enable SYSLOGS Reception from Devices
Execute Command on All Nodes

View Heap Size of the Plugins

Update the Heap Size of the Plugins
Update Log Level of the Plugins

Configure an Elasticsearch

Modify an Elasticsearch

Backup and Restore of an Elasticsearch
View the Version of AppViewX Components
Set the Location for Database Backup
Configure a TFTP Server

Configure the Test Data

Configure an SSL for the Database
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» Configure a Fat JAR Deployment

» Change the Database Password

* Monitor the VIP Status

» Configure an AppViewX Git

» Configure a CyberArk Agent

» Configure a Proxy

» Update the Node Password

* Reverse DNS lookup

» Syslogs

» Troubleshooting Utility

» Prerequisites for SSH Deployment on CentOS 7
» Enable the Consul and Vault

* Restore a Database

» Get the Certificate Information

» Generate a New Certificate for the SSL Components
* Windows Gateway Installer

» Upgrade a Web Component

« Apply Release Patch

» Configure a SCEP Agent

 OSCP Responder

Add New Plugins

AppViewX uses plugins for serving specific functionalities. New plugins can add new features and they
can be installed in the application on-demand using the following steps:

1. Go to the directory <avx_installed_directory>/conf
2. Go to the appviewx.conf file using the following command to add the new plugin to be installed: $ vi

appviewx.conf
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3. Update the plugin details under ENABLED_ PLUGINS and also the individual plugin detail with the
installation IP: Port

4. When you are done editing the fields, press the Esc key, then type:wq to save and quit the file. $
appviewx --conf-sync
5. To install the new plugins, execute the following commands:
$ appviewx --initialize all $ appviewx --restart plugins <plugin_name>

$ appviewx --restart gateway

6. After the components are up and running, perform a gateway refresh by entering the following
command: $ appviewx --gwrefresh

7. Renew an AppViewX licenseif the plugin is for a new subsystem.
For the avx_vendor_cert_scep_agent, it is recommended to configure VIP using the hostname
instead of an IP address.

Upgrade a Plugin to a Newer Version

AppViewX uses plugins for specific functionalities. The advantage of using plugins is that we can upgrade
each one independently without affecting other running plugins.

The following is an example of how to upgrade an avx_subsystem_queue plugin from v1.0.0 to v1.0.3

1. Check the status of the plugins that are currently running by entering the following command: appviewx --

status plugins avx_platform_queue

appyiewsgint-dev-8 scripts]s . Jappwiews --status pluging avx_platform_gueue

ive_platTorm_Jqusus

2. Download the plugins you want to install in the following location with the file name

Plugins.tar.gz.<user_home_directory>

3. Initiate the plugin upgrade process by entering the following command: $ appviewx --upgrade plugins
<user_home_directory>/Plugins.tar.gz

The plugin upgrade starts.
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[ appviewx@int-dev-8 scripis]s .Jfappviewx --upgrade plugins /home/fappyviess/Pluglns, tar.gz

192.168.98.9

4. After the upgrade process is complete, check the status of the plugins by entering the following

command: appviewx --status plugins avx_platform_queue

appilewa@ilnt-dev-8 scripis]s . Jappviews --status plugins ava_platTorm_queus

wi_platform_gueus

5. Perform a gateway refresh by entering the following command: $ appviewx --gwrefresh

Change an SSH PORT for Device Communication

To customize the SSH port for your environment:

=

. Navigate to the following location: $ cd <avx_installed_path>/conf
2. Use the Is command to verify the existence of the file appviewx.conf.

3. Execute the following command to modify the file: $ vi appviewx.conf

@int-98-9 conf]$ ls

I f monitor. ]
X@1nt-98-9 cont]%

4. Go to the Device SSH port configuration and change the DEVICE_SSH_PORT to the desired

configuration.

5. When you are done editing the fields, press the Esc key, then type :wq to save and quit the file. $
appviewx --conf-sync

6. Initialize the SSH configuration change using the following commands:

$ appviewx --initialize all

$ appviewx --restart plugins

7. Perform a gateway refresh by entering the following command: $ appviewx --gwrefresh
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Self-signed certificates are recommended for internal communication with the components (such as
MongoDB, plugins, and elastic).

1. Navigate to the following location: $ cd <avx_installed_path>/conf

|appviewx@int-98-38 scripts]|$ cd /shome//appviewx//AppViewX//cont/

2. Use the Is command to verify the existence of the file appviewx.conf.
3. Execute the following command to modify the file: $ vi appviewx.conf

[appviewx@int-98-38 conf]s ls
appviewx.conf monitor.conf
[appviewx@int-98-38 conf]$ §

4. Go to the SSL configuration settings and modify the required parameters. Place the new or updated
certificate in the path mentioned in the following configuration file: <avx_installed_path>/<cert
file.p12>

External Certificate = False

y = Shome/appviewy/AppViewk/myserver.pll

ord = appviewx@l23

5. Update the CERT_CN field under the external_certificates section in the configuration file as follows:
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o Set CERT_CN = FQDN, if the external certificate is based on the hostname.
o Set CERT_CN = IP, if the external certificate is based on the IP.
o If the certificate was generated based on an external hostname (DNS), then update the external
hostname in the CERT_CN field.
6. When you are done editing the fields, press the Esc key, then type :wq to save and quit the file. $
appviewx --conf-sync
7. To generate a new certificate execute the following command: $ appviewx --cert-gen

After the certificate generates successfully, the following message is displayed:

[appyviewsfint -dev-8 scripts]s . Jappviews --cert-gen

mew certificates created.

8. Navigate to the scripts directory in the installation directory and enter the following commands:

$./appviewx --initialize all
$./appviewx --restart gateway

$./appviewx --restart web

Collect Logs from Nodes

This utility can be used to collect the logs of various components from all the nodes as an archive.
Use the following commands to collect the logs for all the components, databases, plugins (all or
individual), gateway, or web:

.Jappviewx --collect-logs

.lappviewx --collect-logs <component>
The components are as follows:

« avx_platform_database
* plugins

- avx_platform_gateway
* avx_platform_web

« avx_platform_scheduler

Copy an SSH Key Across an Installation Node

AppViewX uses password-less authentication using SSH keys between the installation nodes for all

communication. In order to update expired SSH keys,
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1. Navigate to the following location: $ cd <avx_installed_path>/scripts/Commons
2. Execute the following command to modify the file: $ vi copy_ssh_key.py

[appviewx@int-98-38 Commons]$ vi copy ssh key.py J§

3. Modify the following details:
* Node_details: Provide the IP address of the nodes with comma separation.

» User_details: By default ‘AppViewX’ will be used. Provide a username for each of the nodes with
comma separation.

» Port_details: By default port 22 will be used. Provide an ssh port for each of the nodes with comma
separation.

4. When you are done editing the fields, press the Esc key, then type :wq to save and quit the file.
5. Execute the following command to initiate the SSH key exchange between the nodes: $
<avx_installed_path>/Python/bin/python copy_ssh_key.py
A success message is displayed upon completion.

AppViewX always expects AppViewX installed users to have the number of open files (Nlimit) and the

maximum number of process (Ulimit) executable in a Linux machine at a given time to be set to 65535.

To change the configuration of this setting:

1. Navigate to the following location: $ cd /etc/security

2. Execute the following command to modify the file: $ vi limits.conf

3. Update the user details and the configuration to the required input.
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appviewx nproc
appviewx nproc

appviewx nofile
appviewx nofile

4. When you are done editing the fields, press the Esc key, then type :wq to save and quit the file.
5. Open a new shell for the Ulimit and Nlimit changes to be reflected.

Change the SSL Configuration

To secure AppViewX communication between Web, Gateway, Plugins, and Elastic, enable HTTPS by

completing the following steps:

1. If an external certificate is provided, HTTPS is enabled using the same certificate. By default, the Open
SSL self-signed certificate will be used to enable HTTPS and secure communication. Execute the
following command to enable HTTPS: $ appviewx --enable-https all
The following options are also allowed:

$ appviewx --enable-https avx_platform_web
$ appviewx --enable-https avx_platform_gateway
$ appviewx --enable-https database

$ appviewx --enable-https elastic

2. To disable a secure AppViewX communication between Web, Gateway, Plugins, and Elastic, complete
the following steps: $ appviewx --disable-https all
The following options are also allowed:

$ appviewx --disable-https avx_platform_web
$ appviewx --disable-https avx_platform_gateway
$ appviewx --disable-https plugins

$ appviewx --disable-https elastic

Enable VIP for Web Access

To enable users to access an external VIP to land on the AppViewX web, complete the following steps,

which will configure the external VIP configuration to a multi-node installed avx_platform_web plugin.

1. Navigate to the directory <avx_installed_path>/conf
2. Go to the appviewx.conf file using the following command to add the new plugin to be installed: $ vi

appviewx.conf

3. Update WEB_VIP_ENABLED as TRUE and update the external VIP details under
APPVIEWX_WEB_VIP
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|WEB )
HO5TS=localhost : 5884

APPVIEWYX WEB HTTPS=False

4. When you are done editing the fields, press the Esc key, then type :wq to save and quit the file. $

appviewx --conf-sync

To enable external users to access the AppViewX exposed APIs using a VIP, complete the following

steps, which will configure the external VIP configuration to a multi-node installed avx_platform_gateway

plugin.

1. Navigate to the directory <avx_installed_path>/conf

2. Go to the appviewx.conf file using the following command to add the new plugin to be installed: $ vi
appviewx.conf

3. Update GATEWAY_VIP_ENABLED as TRUE and update the external VIP details under
APPVIEWX_GATEWAY_VIP and APPVIEWX_GATEWAY_VIP_HTTPS = True if SSL is enabled for
VIP.

APPVIEWX GATEWAY HTTPS=False

4. When you are done editing the fields, press the Esc key, then type :wq to save and quit the file. $

appviewx --conf-sync
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5. Initialize the VIP configuration change by executing the following commands:

$ appviewx --initialize all

$ appviewx --restart all

Reset GUI Admin Password

Use the following command to reset the GUI admin user password: ./appviewx --reset-gui-password

You must provide the admin database user password for authentication.

Change the Port for a Plugin After Installation

1. Stop the plugin or component by entering the following: $./appviewx --stop plugins <plugin_name>
2. Go the Installation directory and in the conf directory, open the configuration file appviewx.conf by
entering the following command: vi appviewx.conf

3. Switch to Insert mode by pressing the Insert key and then change the port in the PLUGINS section.

4. When you are done editing the fields, press the Esc key, then type :wq to save and quit the file. $
appviewx --conf-sync

. Go to the scripts directory in the Installation directory.

. Initialize every component by entering the following command: $./appviewx --initialize all

. Start the plugin or component by entering the following: $./appviewx --start plugins <plugin_name>

0o N o O

. After the plugin is in running state, refresh the gateway by entering the following command: $./appviewx --

gwrefresh

Enable SYSLOGS Reception from Devices

To enable SYSLOG to be received from the devices added in the inventory, complete the following steps.
In case of multi-node, run the following commands to update the changes across all the cluster nodes:

1. Navigate to the directory <avx_installed_path>/conf

2. Go to the appviewx.conf file using the following command to add the new plugin to be installed: $ vi
appviewx.conf

3. Update SYSLOG_RECEIVER_ENABLED as TRUE and hosts where the logstash component has to

be installed.

SYSLOG RECEIVER ENABLED=False
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. If SYSLOG reception is enabled using an external VIP, configure the VIP information in the

configuration as shown below.

. To enable Apache Kafka, update the following fields in the appviewx.conf file:

« KAFKA_ENABLED=true
« KAFKA_HOST

« KAFKA_PORT

« KAFKA_TOPIC

« KAFKA_GROUP_ID

. Add plugins avx_platform_syslog and avx_platform_syslog_receiver to the ENABLED_PLUGINS

list. Add the host details for them, too.

. When you are done editing the fields, press the Esc key, then type :wq to save and quit the file. $

appviewx --conf-sync

8. Initialize the configuration change using the following command: $ appviewx --initialize all

9. To install configuration changes for the log plugin, execute the following command:

10.

11.

12.

$ appviewx --start plugins avx_platform_syslog
$ appviewx --start plugins avx_platform_syslog_receiver

$ appviewx --restart avx_platform_logs

To enable syslog subscription from required vendor plugins, execute the following command: $ appviewx
--restart plugins avx_vendor_f5

Check that the logs and vendor plugins have a status of running by executing the following commands:

$ appviewx --status plugins avx_platform_logs

$ appviewx --status plugins avx_vendor_f5

To reflect the SYSLOG configuration changes in vendor devices, perform a config fetch in the
inventory module for the required devices. Any new devices added after enabling this SYSLOG
configuration, are automatically registered in the vendor devices.

The following plugins are associated with an elasticsearch:

» avx_platform_syslog

« avx_platform_syslog_receiver

[ Note: Make sure that these plugins are in an enabled state. }
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Execute Command on All Nodes

To execute one command on all nodes, use the following command: appviewx --execute-command
Placeholders can be used in AVX_DIR for the AppViewX installation directory and AVX_USER for the

AppViewX user.
If the command contains rm or mv, the user will be prompted for confirmation.

View Heap Size of the Plugins

1. To retrieve the maximum and the minimum heap sizes of the available plugins in all the cluster nodes,

execute the following command: $ appviewx --plugin-heapinfo

[sppwicwalint-dev-8 scripts]s ./ appviews --plegin-bespinfo

2. To retrieve the maximum and the minimum heap sizes of all the plugins available in a specific node,
execute the following command: $ appviewx --plugin-heapinfo <IP>

3. To retrieve the maximum and the minimum heap sizes of a particular plugin in all the cluster nodes,
execute the following command: $ appviewx --plugin-heapinfo <plugin_name>

4. Run the following command: appviewx --gateway-refresh

Update the Heap Size of the Plugins

[ Note: Tab completion is supported for all user inputs. j

1. Execute the following command to update the head size of the plugins: appviewx --update-plugin-heapsize

[agpviewz@int-dev-B scrlpbs] s  fappwiewx --updabe-plugin-heapsize

Enter the maximum heap size (In MB) @ B4a

You will be prompted to provide the following details:
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* Plugins: The plugin for which you want to update the heap size. When multiple plugins are provided,
ensure that they are space-separated.

* Minimum heap size: The minimum heap size should be provided in MB. For example, 512 MB.

» Maximum heap size: The maximum heap size should be provided in MB. For example, 1024 MB

* Node IP(s): The IP address of the node, where you want the change to be reflected. When multiple
node IP(s) are provided as input, ensure that they are space-separated.

2. Execute the following command to restart the plugins: $ appviewx --restart plugins <plugin_name>

Update Log Level of the Plugins

[ Note: Tab completion is supported for all user inputs.

1. Execute the following command to update the log level of the plugins: appviewx --update-plugin-loglevel

ee changs : TRACE

Youwill be prompted to provide the following details:

* Plugins: The plugin for which you want to update the log level. When multiple plugins are provided,
ensure that they are space-separated.

» Log Level: The following are the log level values
* TRACE
« DEBUG
« INFO
« WARN
* ERROR

* Node IP(s): The IP address of the node, where you want the change to be reflected. When multiple
node IP(s) are provided as input, ensure that they are space-separated. Execute the following
command to restart the plugins: $ appviewx --restart plugins <plugin_name>

2. Run the following command: appviewx --gateway-refresh

Configure an Elasticsearch

1. Navigate to the directory <avx_installed_directory>/conf

2. Open the configuration file appviewx.conf by entering the following command: vi appviewx.conf
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. Press the Insert key to switch to the insert mode, then set the value for the ENABLE field under
ELASTIC section as follows:
- ENABLE=TRUE to enable elasticsearch
o ENABLE=FALSE to disable elasticsearch
. If the elastic search is enabled in the appviewx conf file, make sure that the following details are
updated:
* HOSTS: The input should be in the following format: <IP1>:<PORT>, <IP2>:<PORT>,
<IP3>:<PORT>
« TRANSPORT_PORT: By default, the port 5550 is used for configuration. You can change the port
if necessary. Only one port should be provided to use as the transport port for elastic configured
nodes.
* ELASTIC_HTTPS:Set the value as follows:
* ELASTIC_HTTPS=FALSE to disable secured communication
* ELASTIC_HTTPS=TRUE to enable secured communication
. If the ELASTIC_HTTPS field in the appviewx.conf file is set to TRUE, update the following fields:
* EXTERNAL_CERTIFICATE=TRUE to use the external certificate for secured communication.
+ EXTERNAL_CERTIFICATE=FALSE to use the self-signed certificate for secured communication.
. When you are done editing the fields, press the ESC key, then type :wq to save and quit the file. $
appviewx --conf-sync

. Initialize the configuration change by entering the following commands:

* appviewx --initialize all

The following plugins are associated with elasticsearch:
e avx_insight_subsystem_adc
e avx_insight_statistics_bot
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~
( Note: These plugins will start only when the elasticsearch is up and running. The plugin
avx_insight_statistics_bot will be enabled by default and it will initiate the statistics
collection. If you want to collect the statistics through the plugin avx_insight_vendor, then
you must disable the plugin avx_insight_statistics_bot and enable avx_insight_vendor.
N /

Modify an Elasticsearch

Elasticsearch is configured within 5 shards and 1 replica by default. In the case of multinode, data loss
may occur when two elasticsearch nodes are down and not available.

For example, if elasticsearch is configured in 3 nodes execute the following command to prevent the data
loss:curl -k -X PUT https://admin:admin@<Elastic_ip:Elastic_port>/_template/template_1 -d '{"template":"*","index_patterns":

["statistic*"],"settings":{"number_of_replicas™: 2}}"
This will configure the replicas in the elasticsearch servers and will prevent the data loss.

The disadvantage of the replica is that it will consume large disk spaces.

Backup and Restore of an Elasticsearch

. Execute the following command to take a backup of the elasticsearch data: appviewx --elastic-backup
. The backup file will be available in the following location: <appviewx installed directory>/es_backup

. You can maintain a maximum of 5 backup files.

. Execute the following command to restore the elasticsearch data./appviewx --elastic-restore.

. You will be prompted with the list of backup files.

o 01~ W N P

. Select the backup file which you want to restore.
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View the Version of AppViewX Components

1. Execute the following command to retrieve the version of all the components: appviewx --version

[appwlews@int -dev-8 scripts]s . fappviews

2. Execute the following command to retrieve the version of AppViewX components: appviewx --version avx-
components

3. Execute the following command to retrieve the version of third party components: appviewx --version third-
party

4. Execute the following command to retrieve the build information of AppViewX components: appviewx --
buildinfo <avx_components>

5. Execute the following command to retrieve the version of the AppViewX plugins: appviewx --buildinfo plugin
<plugin>
The following are the allowed components:
- avx_platform_gateway
e avx_platform_web
* Scripts
» avx_platform_scheduler
+ framework-db

» framework-core
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* APS
- avx_release_dependency

[appuiesx@lot-dew-8 scripta]s . fappuiesx --bulldiafs

Set the Location for Database Backup

. Go to the directory: <avx_installed_directory>/conf
. Open the configuration file appviewx.conf by entering the following command: vi appviewx.conf
. To store the DB backup in an FTP server, set the value for ENABLE_FTP_UPLOAD to TRUE.
. Update the following details of the FTP server in the configuration file:
« FTP_USERNAME
* FTP_PASSWORD
* FTP_SERVER
* FTP_PORT
* FTP_REMOTE_DIR
* PROTOCOL=sftp/scp
« If FTP_ENABLED is set to TRUE, the backup will be stored in the configured FTP location.
- If the FTP_ENABLED is set to FALSE, the backup will be stored in the <appviewx installed
directory>/dbbackup

A WN P

5. When you are done editing the fields, press the ESC key, then type :wq to save and quit the file.$

appviewx --conf-sync

Note: In case of multi-node, run the following command to update the changes across all the
cluster nodes

Configure a TFTP Server

Note: An encrypted password and password key needs to be generated for the
TFTP_SERVER_PASSWORD and TFTP_SERVER_PASSWORD_KEY.
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1. Go to the directory <avx_installed_directory>/conf
2. Open the configuration file appviewx.conf by entering the following command: vi appviewx.conf
3. Update the following details of the FTP server in the configuration file:

* TFTP_SERVER_IP

* TFTP_SERVER_USER_NAME

« TFTP_SERVER_DOWNLOAD_PATH

* TFTP_SERVER_PASSWORD

* TFTP_SERVER_PASSWORD_KEY

4. To generate an encrypted password and password key, complete the following steps:

a. Execute the command appviewx --password-encrypt.

You will be prompted to enter the server password.

b. Type the password and press Enter on your keyboard.

This will display the encrypted password and password key.

Configure the Test Data

[ Note: To support this feature ensure that the avx_platform_elastic plugin is enabled. j

1. Go to the directory <avx_installed_directory>/appviewx/scripts
2. Run the following command:

appviewx --feed-elastic-data <type-of-data> <value-of-data>

Note: The value has to be less than or equal to 60 and should be a multiple of 5 in case of raw
data.

For exam pIe: appviewx --feed-elastic-data raw 10 appviewx --feed-elastic-data aggregate 90

Configure an SSL for the Database

- ™
Note: In AppViewX v12.4.0, MongoDB has been upgraded from v3.0.7 to v3.6.2. There is a

provision to configure secure communication(SSL) in the updated version and by default, it will be
enabled for the database.

N v
4 ™
Note: The MongoDB storage engine will be available in wiredtiger. (In the older version, it was

available in MMAP).
N J

Copyright © 2019 AppViewX, Inc. All Rights Reserved. 91



Administrative Tasks

To enable or disable SSL for the database:

1. Go to the directory <avx_installed_directory>/conf .
2. Open the configuration file appviewx.conf by entering the following command: vi appviewx.conf
> To disable, set ENABLE_SSL=False in the appviewx.conf file.
> To enable, set ENABLE_SSL=True in the appviewx.conf file.
3. Execute the following commands:
* appviewx -cert-gen
* appviewx --initialize all

* appviewx --restart all

Configure a Fat JAR Deployment

Note: By default, all the modules will be enabled on Fat JAR deployment. You can find the
details of the available modules and the associated plugins from the <avx_installed_directory>/
scripts/templates/Plugins/vm_modules_txt file.

1. Go to the directory <avx_installed_directory>/conf

2. Open the configuration file appviewx.conf by entering the following command: vi appviewx.conf
The available modules are ADC, AUTOMATION, CERT, SECURITY, and OTHERS.

3. To enable all the required modules, modify the MODULES ENABLED field. For example,
MODULES_ENABLED=ADC

4. To enable a specific plugin from a module, modify the VM_ENABLED field.For example,
VM_ENABLED= avx_subsystem_adc, avx_vendor_f5

Note: If the VM_ENABLED field is empty, it will automatically consider all the plugins from the
enabled modules.

Change the Database Password

1. Execute the following command: appviewx --change-db-password

You will be prompted to enter a user name and the new password.
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2. Type the password and restart all the components by entering the following command: appviewx --restart

all

Note: You will require the database admin password to change the database password. You
can skip this step while updating the database password for an admin user.

Monitor the VIP Status

» After configuring the VIP(s) for avx_platform_web or avx_platform_logs, check if the call is routed to
the server where the components are up and running.

» The monitoring endpoints on the servers are provided for the VIP(s) to determine whether or not the
call should be routed to the server. The following command will be executed by the client on the device

during the VIP configuration: <host>:<web_port>/appviewx/VipRoutingStatus?component=<component>
 For example:

https://192.168.98.23:5004/appviewx/VipRoutingStatus?component=avx_platform_web

https://192.168.98.23:5004/appviewx/VipRoutingStatus?component=avx_platform_logs

* The call will be successfully routed only if the endpoint response is up.

Configure an AppViewX Git

AppViewX Git allows the user to get the latest checkouts of various projects from Github. After a new
deployment/migration is completed:

1. Run the following command to set up the functionality: appviewx --git

2. To configure the projects, open the <appviewx_dir>/appviewx_git/git_config.py file and configure as
follows:

GIT_REPO_URLS = [

"REPO_NAME": "Load-Balancers",

"REPO_URL": "https://github.com/AppViewX/Load-Balancers",

"REPO_TOKEN": "XXXXXXXXXXXXXXXXXXXKXXXXXXKXXXXXKKXXXXXX"
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"REPO_NAME": "Certificates",
"REPO_URL": "https://github.com/AppViewX/Certificates",

"REPO_TOKEN": "XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX'"

1

3. To get the REPO_TOKEN for projects, please contact support@appviewx.com
4. To fetch the latest checkout of the projects mentioned in the config file, run the following command:

appviewx --git

The server where this command has been executed must have an access to connect to the github

server either through a direct internet connection or through a proxy.
Configure a CyberArk Agent

1. Execute the following command to move the RHELinuxx64-Rls-v9.9.zip package to /root in the
AppViewX Server: mv RHELinux x64-Rls-v9.9.zip /root

2. Untar the package by entering the following command: unzip RHELinux x64-RlIs-v9.9.zip

3. Rename the package by entering the following command: mv RHELinux x64 RHELinux_64

4. Navigate to the RHELinux_64 directory and execute the following commands to change the Read/

Write/Execute permissions for the CreateCredFile:

cd RHELinux_64/

chmod 755 CreateCredFile

5. Enter the following command to provide the username and its associated password for the CyberArk

Vault Administrator:./CreateCredFile administrator.cf Password

[ Note: Leave the remaining parameters set to the default value. j
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Modify the following fields in the /root/RHELinux_64/aimparms.sample file by entering the command
vi aimparms.sample:

» AcceptCyberArkEULA=Yes

 CreateVaultEnvironment=yes

* LicensedProducts=AIM

* CredFilePath=/root/RHELinux_64/administrator.cf

« VaultFilePath=/root/RHELinux_64/Vault.ini

7. Click Save.

10.
11.

12.

. Copy the aimparms.sample file to /var/tmp/aimparms by entering the following command: cp

aimparms.sample /var/tmp/aimparms

. Modify the following fields in the /root/RHELinux_64/Vault.ini file by entering the command vi Vault.ini

* VAULT =<"Vault name">
» ADDRESS=<CyberArk vault address>
* PORT=<CyberArk vault listening port>

- M
Note: These details must be fetched from the CyberArk team.
J
- M
Note: Before installation, ensure that the RPM package (such as the IP address and Port
number) must be reachable from Agent Server.
N /
Click Save.
Install the RPM package CARKaim-9.80.0.85.x86_64.rpm by entering the following command: rpm -i

CARKaim-9.80.0.85.x86_64.rpm
After installing the RPM package, execute the following command to check the service status: service
aimprv status.

The response is displayed as Cyber-Ark Application Password Provider is running

After the service is up and running, it allows the agent server hostname as a member for all the safes on

the CyberArk component, for which the credentials have to be retrieved from the vault.

Configure a Proxy

To configure a proxy for Amazon Web Services (AWS) and iHealth, complete the following steps:

1.
2.

Enable a proxy by updating the following field in the appviewx.conf file: IHEALTH_PROXY=TRUE

Run the following commands:
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appviewx --initialize all

appviewx --restart all

Note: This allows the AWS and iHealth feature to function through a proxy server.
For detailed information on how to configure a proxy, refer to the AppViewX 2019.4.0 User
guide.

Update the Node Password

The node password that has been changed must be updated in the configuration file for the HAProxy and
NGinX vendors to be managed at AppViewX.

To update the node password for the HAProxy and NGinX device:

1. Execute the following command: appviewx --update-node-password
You will be prompted to provide the changed password.
2. Type the password and press Enter.

3. Restart all the components by entering the following command: appviewx --restart all

Reverse DNS lookup

1. Open the appviewx.conf file by entering the following command: vi appviewx.conf
2. Set the REVERSE_LOOKUP_TRIGGER property to True.
3. Run the following commands:

appviewx --initialize all

appviewx --restart all

Syslogs

To receive the pending Syslogs from the A10 v4.0.1 device, you must do the port forwarding from 514 to
5514 in the AppViewX node.

Troubleshooting Utility

1. Navigate to the directory <avx_installed_directory>/appviewx/scripts
2. Run the following script: ./troubleshoot.py
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A prompt will appear with the following options:

* Snapshots: To fetch and capture the current state of an application. After the snapshot is captured,
the location of the snapshot will be displayed.

» Connected platform dump: To fetch the database dump of the Connected platform. After it is

retrieved, the location of the database dump will be displayed.

Prerequisites for SSH Deployment on CentOS 7

« The following utilities must be available:
* OpenSSH v6.6.1p1l
» OpenSSL v1.0.1e-fips
* PuTTYgen v0.70
« This utility must have been installed on the server to download .PPK file of the private key.
» For example, TLS_CACERT /etc/certs/rootCA.cer
» The attribute sshPublicKey must be available in the user profile of the customer's Active Directory to
enable the Publish to LDAP feature to work.
- By default, the users must set their account in the /bin/bash shell to manage the keys.
« To use the public keys from the attribute sshPublicKeyin the user profile of the LDAP directory, ensure
that the custom scripts are available and updated on the users' authorized_keys file.
* By default, the following basic utilities must be available in the client machines:
*» base64 (GNU coreutils) 8.22
+ xargs (GNU findutils) 4.5.11
« grep (GNU grep) 2.16
» sha256sum (GNU coreutils) 8.21
« If you want the functionalities to fetch the credential type sudoer and manage the hosts in AppViewX,
the System Administrator or UNIX Server Support team must ensure that the sudoer account does not
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have any restrictions (such as read and write, setting ownership, and file permissions) in the sudoers
file.

» The F5 devices are capable to support the update known_host file only if they are added to AppViewX
using the root/sudoer privileged credentials.

6 Tip: It is recommended to configure the vault in two nodes and the consul in three nodes for a
multinode. In case of multinode, run the command $ appviewx --conf-sync to update the changes
across all the cluster nodes.

The Consul and vault are enabled to store and manage the data in a secure manner. The Consul must
have been configured in an odd number of nodes and the Vault must have been configured in the node
where a consul is configured. Also, it is not mandatory to configure a vault in the database nodes.

To enable the consul and vault:

. Go to the <avx_installed_path>/conf directory.
. Go to the appviewx.conf file.

. Execute the following command to enable the consul and vault: $ vi appviewx.conf

A W N P

. Set the ENABLE_VAULT field in the VAULT section to TRUE and update the following fields to install
the consul and vault components:
* CONSUL_CLUSTER
« CONSUL_CLIENT_PORT
« HOSTS

- VAULT_CLUSTER_PORT
- LOG_LEVEL
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5. When you are done editing the fields, press the ESC key on your keyboard, then type :wq to save and
quit the file.

6. Execute the following command to initialize the configuration changes: $ appviewx --initialize all

7. Execute the following command to set up and initialize the vault: $ appviewx --vault-setup

[appviewufint-dev-8 scripts]s . Jappviews --vault-setup

platform vault data migration

atform_vault data nig Completed

. Restart all the components to start with the vault configurations by executing the following command: $
appviewx --restart all

GrA_g
ora_web

platformn scheduler
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9. Check the status of the components by executing the following command: $ appviewx --status all

[appviewxgint-dev-8 scripts]$ . fappviewx --status all

Restore a Database

* From a vault-enabled instance to another vault-enabled instance
» From a non-vault instance to a vault-enabled instance

* From a non-vault instance to another non-vault instance

* From a vault-enabled instance to a non-vault enabled instance

From a vault-enabled instance to another vault-enabled instance

1. Execute the following commands on the instance from where the data must be taken:

appviewx --databasebackup

appviewx --vault-backup

2. Copy the latest archives from the following directories to the second instance:
» <appviewx_installed_dir>/db_backup
» <appviewx_installed_dir>/vault_backup

3. Execute the following commands on the second instance:

appviewx --databaserestore <absolute path of database backup file>

appviewx --vault-restore <absolute path of vault backup file>

4. Execute the following command to restart all the components on the second instance: appviewx —-restart all

From a non-vault instance to a vault-enabled instance

1. Execute the following command on the non-vault enabled instance: appviewx --databasebackup
2. Copy the latest archives from the following directories to the second instance:
<appviewx_installed_dir>/db_backup
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3. Execute the following command on the second instance: appviewx --databaserestore <absolute path of database
backup file>
4. Execute the following command on the second instance to migrate the data to a vault enabled

instance: appviewx --vault-migration-jar

From a non-vault instance to another non-vault instance

1. Execute the following command on the first instance: appviewx --databasebackup

2. Copy the latest archives from the following directories to the second instance:
<appviewx_installed_dir>/db_backup

3. Execute the following command on the second instance: appviewx --databaserestore <absolute path of database

backup file>

From a vault-enabled instance to a non-vault enabled instance

The data from a vault enabled instance cannot be restored to a non-vault enabled instance. However, you
can enable a vault on the second instance and then, restore the data.

 For detailed information on how to enable a vault, refer to the Enable the Consul and Vault section of
this guide.
* Repeat the steps that are mentioned in the From a vault enabled instance to another vault enabled

instance section of this guide.

Get the Certificate Information

Execute the commands below to get the certificate details (Command Name (CN), Subject Alternative
Name (SAN), and Certificate Authority (CA)) of the following components:

* MongoDB
* Vault

* Plugins

» Gateway
» Web

* Elastic

Commands
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®  ./appviewx --cert-info

This command displays the certificate information of all the components.

®  ./appviewx --cert-info <component>

This command displays the certificate information of the specific component.

® ./appviewx --cert-info <ip>

This command displays the certificate information of all the components on a specific node.

Generate a New Certificate for the SSL Components

To generate and associate a new certificate with the SSL components:

1. Stop all the components by executing the following command: appviewx --stop all

2. Generate a new certificate by executing the following command: appviewx --cert-gen

3. Associate the certificate with the SSL components by executing the following command: appviewx
-initialize all

4. Start all the components by executing the following command: appviewx --start all

Windows Gateway Installer

AppViewX is a Linux based product and an intermediate agent is required to establish communication
with any Windows machines to access functionalities such as discovering and pushing certificate to
Windows Store, JKS for discovering, requesting a new certificate, renewal, and revocation of a certificate
from the Microsoft CA.

» Windows Gateway and its Communication with a Windows Machine
» Ways to install Windows Gateway

« Communication Methods

* Client Certificate Authentication

* Certificate Stores

» Client Certificate Validation Process

* Steps to Integrate with AppViewX

» Agent Setup When the Service Account is not a Part of the Administrator Group
 Configuration Settings File

* LogOn Application

» Push Agent

* Requirements
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» Enable PowerShell Remoting

* GPO LogOn Settings

Windows Gateway and its Communication with a Windows Machine

Windows gateway is a self-hosted WCF service that will be running on the target windows machine to
enable the communication between AppViewX and the Windows Machine.

Ways to install Windows Gateway
* Single Windows Gateway
» Multiple Windows Gateway

» Push Agent Installation

Single Windows Gateway

A Windows gateway installed in a single machine can communicate with multiple machines in the same

domain or from different trusted domains.

Multiple Windows Gateway

Windows gateway can be installed in multiple end Windows machines in the same domain or from
different trusted domains.

Push Agent Installation

Push Agent installation is a bit different from the actual installation. The installation folder has a file named
config.xml. The following values have to be changed and saved before installation in the case of PCs:

<?xml version="1.0" encoding="utf-8"?>

<configuration>

<appSettings>

<add key="Vendor" value="Microsoft PC" />

<add key="CertficateStatus" value="Managed" />

<add key="AppViewXGatewayUrl" value="https://192.168.96.227:5301/avxapi/" />
<add key="PushAgentEnabled" value="Yes" />

<add key="PC" value="Yes" />

</appSettings>

</configuration>
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Communication Methods
« Communication between AppViewX and the Windows Gateway

» Communication between the Windows Gateway and the Windows Machine

Communication between AppViewX and the Windows Gateway

AppViewX communicates with the Windows Gateway using REST APIs and it uses client certificates for
mutual authentication between the entities.

Communication between the Windows Gateway and the Windows Machine

Windows Gateway can communicate with the end Windows machines using either PowerShell or
Windows Management Instrumentation (WMI).

The user has the option to set the method of communication (PowerShell or WMI) in the AppViewX
product.

* PowerShell
» Windows Management Instrumentation (WMI)

« Data Handling between the Windows Gateway and the Windows Machine

PowerShell
Powershell Local (Same URL: <device>:5985/wsman 5985
machine)
Authentication: Kerberos
WInRM and RPC
Powershell Remoting URL: <device>:5985/wsman
(Remote machine)
Authentication: Kerberos
WInRM and RPC

Windows Management Instrumentation (WMI)
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WMI URL : \\<device>\ROOT\CIMV2 135
Authentication : PacketPrivacy

RPC

Powershell Local URL: <device>:5985/wsman 5985

Data Handling between the Windows Gateway and the Windows Machine

Any request/response data which contains sensitive information like certificate data will be encrypted
using AES 256 Encryption method and Windows AD account encryption (for file operation) and
transferred between Windows gateway and Windows machine.

Along with the AES256 Encryption, if the user preferred method of communication as WMI, Packet level
privacy security is enabled and for PowerShell and Kerberos authentication is implemented.

Client Certificate Authentication

SSL/TLS certificates are commonly used for both encryption and identification of the parties. Client
Certificate Authentication is mutual certificate-based authentication, where the client provides its Client
Certificate to the Server to prove its identity. This happens as a part of the SSL Handshake (it is optional).

Client Certificate is a digital certificate that confirms to the X.509 system. It is used by client systems to
prove their identity to the remote server. Here is a simple way to identify where a certificate is a client
certificate or not:

« In the Details tab, the certificates intended purpose has the following text: Proves your identity to a

remote computer

« Verify that the Enhanced Key Usage field of the certificate has the OID set to (1.3.6.1.5.5.7.3.2).
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A Certificate R Certificate

General | Details | Certification Path General | Details | Certification Path
Show: | <all= w
: ﬂ Certificate Information
Field Value &
This certificate is intended for the following purpose(s): BI _
I- Proves your identity to a remote computer I “F‘EF
[ valid from 15 May 2015 09:54:43

[=]valid to 14 May 2016 09:54:43
[ subject
RSA (1024 Bits)
... Template=AutoEnrolled Client ...
i Enhanced Key Usage Client Authentication (1.3.6.1....

Issued to: [N

Client Authentication (1.3.6.1.5.5.7.3.2

Issued by: I

Valid from 15-05-2015 to 14-03-2016

ﬁ? You have a private key that corresponds to this certificate.

Issuer Statement Edit Properties... Copy to File...

Client authentication certificates include some or all of the following information:

» SSL version number, certificate's serial number, and other information that represents the certificate.
* CA name

* Client name

« Certificate validity (expiration date of the certificate).

* Public and private key pairs.

« Additional info, based on the x.509 certificate version.

» CA's digital signature.

Certificate Stores

Certificates are found in stores. Two major store locations exist that are further divided into sub-stores. If
you are the administrator on a computer, you can view both the major stores by using the MMC snap-in
tool. Non-administrators can view only the current user store. The Client certificate has to be installed in

the Local Machine store.

These two stores are further divided into sub-stores.
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» Trusted Root Certification Authorities

Trusted Root Certification Authorities

You can use the certificates in this store to create a chain of certificates, which can be traced back to a
certification authority certificate in this store.

* Personal

 Intermediate Store

Personal

This store is used for certificates associated with a user of a computer. Typically this store is used for
certificates issued by one of the certification authority certificates found in the Trusted Root Certification
Authorities store. Alternatively, a certificate found here may be self-issued and trusted by an application.

Intermediate Store

An intermediate certificate is a subordinate certificate issued by the trusted root specifically to issue end-
entity server certificates. The result is a certificate chain that begins at the trusted root CA, through the
intermediate and ending with the SSL certificate issued to you.

Client Certificate Validation Process
» Chain Trust and Certificate Authorities

* Certificate Validity

* Certificate Revocation List

* Problem with Client Certificate Authentication
* Troubleshooting Client Authentication on Event Viewer
» Custom Client Authentication

* SSL Flow

* Push Certificates

* Prerequisites for push agent

* Current User Store Scenarios

» Installing Agent as Current User

« Installing Agent as Local Machine
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* Prerequisites

* Current Implementation

Chain Trust and Certificate Authorities

Certificates are created in a hierarchy where each individual certificate is linked to the CA that issued the
certificate. The CA's certificate then links to the CA that issued the original CA’s certificate. This process

is repeated until the Root CA’s certificate is reached. Root CA’s certificate is inherently trusted.

Digital certificates are used to authenticate an entity by relying on this hierarchy, also called a chain of
trust. You can view any certificate's chain using the MMC snap-in by double-clicking any certificate, then

clicking the Certificate Path.

Certificate Validity

A certificate is valid only for a given period of time, called the validity period. The validity period is defined
by the Valid from and Valid to fields of an X.509 certificate. During authentication, the certificate is

checked to determine whether the certificate is still within the validity period.

Certificate Revocation List

At any time during the validity period, the certification authority can revoke a certificate. This can occur
for many reasons, such as a compromise of the private key of the certificate. When this occurs, any
chains that descend from the revoked certificate are also invalid and are not trusted during authentication
procedures. To find out which certificates are revoked, each issuer publishes a time- and date-stamped
certificate revocation list (CRL). The list can be checked using either online revocation or offline

revocation

Problem with Client Certificate Authentication

The following link provides details about issues with client certificate authentication:

* https://blogs.technet.microsoft.com/latam/2017/12/13/adfscert-authn-issue/

* https://www.codit.eu/blog/troubleshooting-ssl-client-certificate-issue-on-iis/
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Troubleshooting Client Authentication on Event Viewer

The CAPI2 event log will be useful for troubleshooting certificate-related issues. This log is not enabled by
default. You can enable this by expanding Event Viewer (Local)\Applications and Services Logs\Microsoft
\Windows\CAPI2, right-clicking Operational and then clicking Enable Log.

Custom Client Authentication

To overcome the above-faced problem, custom client authentication can be used for failure cases.

SSL Flow

SSL stands for Secure Sockets Layer, in short, it's the standard technology for keeping an internet
connection secure and safeguarding any sensitive data that is being sent between two systems,
preventing criminals from reading and modifying any information transferred, including potential personal
details. The two systems in our case are AppViewX(client) and Windows Agent(server). SSL does this by
making sure that any data transferred between two systems remain impossible to read. It uses encryption

algorithms to scramble data in transit, preventing hackers from reading it as it is sent over the connection.

HTTPS (HyperText Transfer Protocol Secure) appears in the URL when a website is secured by an SSL
certificate. The details of the certificate, including the issuing authority and the corporate name of the

website owner, can be viewed by clicking on the lock symbol on the browser bar.

Push Certificates

AppViewX will not be able to sync with the agent on the laptop user's machine when the machine is
offline. So in this scenario, the agent can be configured to send certificates to AppViewX when the user
logs in. To enable the Push certificate, the Push functionality has to be configured during the installation

of the agent.

Once after agent installation, the push functionality will be sending certificates to the AppViewX when the

user is logged in.

This is the scenario where the Windows agent will send the client certificate and Appviewx will validate
the client certificate. After authentication there will be mutual communication between AppViewX and
Windows agent. Below is a diagram that describes the flow from the Windows agent to the AppViewX.
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Prerequisites for push agent

1. Create a user with the name gateway-appviewx in AppViewX with CERT+, general and server device
inventory roles

. Upload the windows-gateway.appviewx.com certificate in certificate inventory.

. Map the uploaded certificate to Certificate-Gateway group.

. Go to Settings > Certificate.

. Select windows-gateway.appviewx.com as default and click on Save.

. Set ENABLE_CLIENT_CERT_AUTH field as True in the appviewx.conf file.

. Initialize the appviewx.

0 N oo o B~ WDN

. Restart the gateway.

- M
Note: Windows machine hostnames should be resolvable. (For AppViewX to agent

communication).
N /

(g M
Note: If the agent is installed as PushAgentEnabled, then PowerShell remoting should be

enabled to discover certificates frtomachine.
N /

Current User Store Scenarios

« If a user needs his current user store certificates also to be discovered, then he needs to run
AppViewX.CertPlus.LogOn.exe in the LogOn folder and give the password of him or the credential
should be provided in service logon or credential should be provided from AppViewX.

« Alternatively, the administrator can change Log in Credential for the user, so the current user

certificates will be discovered.

Installing Agent as Current User

When an agent is installed as the current user and above Current user store scenarios is not present,

then the certificate discovery and other operations will happen for the Windows service account.

Installing Agent as Local Machine

When an agent is installed as a Local Machine then the discovery and other operations of certificates will

happen for the local machine store.
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Prerequisites

For the client certificate authentication to work, the root and Intermediate certificates must not be mixed
up. Such certificates must be deleted from the store. Also, the user performing the installation should

have admin access.

.Net Source |Please download and C:WindowsMicrosoft. NETFrameworkv4.0.30319> |MSBuild.exe
Framework 4.5 | and install the framework -version
and above Target |from the URL https://

www.microsoft.com/
net/download/dotnet-

framework-runtime

POWERSHELL | Source » PowerShell Powershell $PSVersionTable.
4+ and 4.0 installation
Target URL: https:// » PSVersion 11S7.5 and above Get-

WWW.microsoft.com/ Module -ListAvailable should display the

en-in/download/ WebAdministration

details.aspx?id=42554 | * 1IS7 - Get-PSSnapin -Registered should
display the WebAdministration

Powershell 1IS
installation URL:

x64 - https://
www.microsoft.com/
en-in/download/
details.aspx?
id=15488, x86 https://
www.microsoft.com/
en-in/download/
details.aspx?id=7436

certadm.dll Source |Checkifdllis cd C:WindowsSystem32 and then dir certadm.dll
and available in the
Target | C:WindowsSystem32
(Only folder or install the
CA) Microsoft Remote
Server Administration
Tools (RSAT) for

the respective OS.
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For example, https://
www.microsoft.com/
en-in/download/
details.aspx?id=45520
for Windows 10
CertUtil Source |Copy to the System32 Run certutil in the command prompt
and folder if it is not available
Target
(Only
CA)
netsh Source |Copy to the System32 Run netsh in the command prompt
folder if it is not available
RPC Source | Start the Remote net start RpcSs
and procedure call in the
Target |services
WMI Source | Start the Windows net start Winmgmt
and Management
Target | Instrumentation in the
services
WinRM Source | Start the Windows net start WinRM
and Remote Management
Target
s Target powershell "get-itemproperty
HKLM:SOFTWAREMicrosoftinetStp | select
setupstring,versionstring"
User Target | When the users are « Gwmi win32_groupuser -computer ptpll594|?
Permission added in the Group {$_.groupcomponent -like *""'Administrators™"} |
and the machine is not select PartComponent
restarted a permission * net localgroup administrators
error will occur. Ensure | « Check if user can access C$/windows/temp or
that the machine is admin$/Temp
restarted when the user | « Local admin addition needs restart
is added to a group
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File Operations | Target Check if user can access C$/windows/temp or
admin$/temp. If you do not have c-drive then
change the configuration to the available drive

Port Source | Check if the port is * netstat -an |find "8999"

already in use + Check the Firewall outbound rules for the port

* Ping test from AppViewX

« Antivirus block for the port

* Turn off the local firewall

« Check the server, client, root, and intermediate
certificates

 Check if the C:Logs folder exists and the
permissions

« If you check in the Internet Explorer then the
enhanced security must be disabled in the
server role localserver

Powershell Target Enter-PSSession -ComputerName

Remoting <computername> -Credential <username>

The users configured in AppViewx or agent must have local administrator rights on the target machine. To
do that, complete the following steps:

1. Search Edit local Users and groups through Start > Run command and click on Groups.

2. Click on Administrators and add the user to the administrator's group if it's not displayed in the
administrator's group.

Current Implementation

To communicate with a Windows machine or a Microsoft CA deployed in a Windows machine, AppViewX
requires a Jump Box agent that must be deployed in an IIS server, which will enable communication

with the other windows machines that are in the same domain. This implementation has the following
drawbacks:

Copyright © 2019 AppViewX, Inc. All Rights Reserved. 113



Administrative Tasks

« An IIS server and a dedicated IIS website are required to deploy this agent. This brings up a problem of
handling Windows devices where IIS is not available.
» Any changes in the agent’s dynamic link library (DLL) file will require replacing it in the respective

websites.
* New Implementation .exe File

« Install a Validator

New Implementation .exe File

The DLL files of the agent are wrapped into a .exe file, which can be installed in any Windows
machine without any dependency on the IIS server. This enables a service in the Windows machine to

communicate with another Windows machine or a Microsoft CA deployed in it.

Install a Validator

Validator analyzes an Agent and validates all the prerequisites before installing an agent. It is also used
to troubleshoot any issue that occurs in the managed machines that runs on a network. Before installing
AppViewX gateway and the certificates, make sure you have downloaded the validator to either the

Downloads folder or to the Desktop in your local environment.

To install a validator, complete the following steps:

1. Go to the location of the downloaded AppViewX.CertPlus.ValidatorSetUp.msi file, then select it.

2. On the setup wizard screen that opens, click Next.
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B AppViewX.CertPlusValidator - o IEN
Welcome to the AppViewX.CertPlus Validator ]
Setup Wizard =8

Thie miztaller will guide pou theough the steps rsquined to metall Apphiewi CertPluz Validator on pous
computier.

WARNING: Thes computer program is protected by copenight law and international treaties.,
Unauthonzed dupbcation of distribubon of this program, or any podtion of i, may sl in severe civil
of crminal penallees, and vall be prosecuted bo the masenum extent pos-sble undes the law

3. In the Select Installation Folder screen, click Browse and navigate to the following installed folder C:
Program Files (x86)AppViewXAppViewX.CertPlus.ValidatorSetup

i) AppViewX CertPlus.Validator - o HEH]

Select Installation Folder A

1 =

The installer will install Apghiewd< CerlPlus Validator to the lollowing folder
To install in this folder, click "Mesd”. To install to a different folder, enter it below of chck "Browse”.

Folder
C:\Program Files [<BEPAppYiew\Apphiewe< CetPhus. v shdator, Browee.,,

Digk Cost..

Install Appiew X Cert Pius_Validator for yourself, or for amyone who uses this computer:

() Everyone

() Just me

Cancel « Back [ Mests

4. Click the AppViewX.CertPlus.Validator.exe file to open the application for validation.

Copyright © 2019 AppViewX, Inc. All Rights Reserved. 115



Administrative Tasks

5. In the AppViewX CertPlus Validator screen that opens enter all the mandatory fields in the Basic

Information section to proceed.
6. Select the Agent, Certificate Authority, IIS, and Non-IIS checkbox depending on what you want to

validate and manage in the target machine.
« Based on the checkboxes you selected, the fields that are mandatory will be highlighted in Red color.

» The CA Name is required only if the Certificate Authority check box is selected.

7. Click Submit and the results are displayed as shown in the following image:

AppViewX CertPlus Compatibility Checker - o IEN]
Bassz infomation
Machine Mame : | . CA Haive
Ugartlame Pasawond
(] Agert  [] Centficate Authodty [Jus ] Hay Seors

Plaase vwail bl the compatibiity checkoer validales the pre-reguistas on 1amsl snvifenment

Expart Log ta Fie

AppViewX CertPlus Compatibility Checker is used for troubleshooting or validating the prerequisites

as part of Windows Agent Installation. It comprises the following fields:

Machine [The name of the target machine must be validated. It is a Mandatory field
Name hostname.
CA Name | The name of the CA in the CA config. Mandatory only when a
CA is selected
User User Name to be used for validating the target machine. Itis in | Mandatory field
Name the format "username@domainname”.
Password [ The password corresponding to the provided user name. Mandatory field
» Options
« Validations
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+ Color Codes during the Execution

» Export Log to File

Options

» User can select single or multiple options based on the installation/ troubleshooting criteria:

» Agent: Select this option if we need to install an agent in the target machine which is configured in the
"Machine Name". It will validate the prerequisites which are required for Agent Installation

« Certificate Authority: Select this option if we need to validate the Certificate Authority related
functionality. The CA Name is mandatory only in this case. Use the certutil -dump command to get the
CA Name. In the output of certutil command use-value in the "Server" as the Machine Name and use
"Name" as the CA Name.
 Based on the example below the machine Name is win3.avxdevlab.net and CA Name is avxdevlab-

WIN3-CA-no-space.

« 1IS: Select this option if we need to validate the IIS sites related functionality.

Validations

| vasme i) ezt i | us i)
User Yes Yes Yes|Yes
.Net framework | Yes | Yes Yes|Yes
Powershell Yes |Yes Yes|Yes
CertUtil Yes |Yes No [No
Certadm.dll Yes |Yes No [No
netsh Yes |No No [No
RPC Yes |Yes Yes|Yes
WinRM Yes |Yes Yes|Yes
WMI Yes Yes Yes|Yes
s No No Yes | No

KeyStore: Select this option if you need to add to validate only the Microsoft Certificate Store related

functionality.
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wind.avxdevlab.netsavxdev lab=WIN3=-CA-no=space’

Ly

nature Ceprtificate:

ription: g

H ‘wind.avxdevlab.net’

avxdevla
*avxdevlah

Enrollment Servers:

CertlUtil: —dump command completed successfully.

* User Access: It will validate by connecting to the target machine with the specified username and

password and check if it has admin access.

« .Net Framework: It will check if .Net framework 4.5+ is installed and will display the current .Net

framework version.

» Powershell version: It will check if Powershell is installed and will display the current Powershell version

« CertULtil: It will check if certutil component is available. This is used to get the CA name and the

corresponding templates.

+ CertAdm.dlIl: This is the native component used to access the CA and will check if this component is

available in the c:windowsSystem32 folder. Sometimes, while trying to access this component during the

verification it will return an error and hence, a manual check must be performed.
* netsh.exe: This is used to bind the certificate to the installed agent port (8999).

* RPC service: The remote procedure call service must be running to perform all the remote operations

and it will validate if the service is installed and running on the target machine.

* WinRM service: Windows Remote Management service is required for the Powershell execution and it

will validate if the service is installed and running on the target machine.

» WMI service: Windows Management Instrumentation service is required for WMI and Powershell

execution and it will validate if the service is installed and running on the target machine.

« 1IS: It will check if the IIS server is installed and identify the current IIS version.

* Black: Success information and output

* Red: An error or warning, must take corrective action based on the pre-requisite document in case of

any issues
» Blue: Completion of the validation process

» Green: Complete process is successful
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X AppViewX CertPlus Compatibility Checker - o IEN |
Basic Information
Machine MName : pipll 534 CA Name -
UserMame : certadmin @avideviab net Fassword : ™

] Agent [ ] Cedficate Authorty [ ] IS [ ] Key Store

Please watt till the compatibiity checker validates the prerequistes on tanget environment
Lser has admin access and file pemissions to temp folder
Net framework 4.0 is installed
instaled Powershell version is 4.0. Recommended Powershell version is 4 and above.
Cumert Met version is Microsoft (R) Build Engine version 4.7 2558.0, [Microsoft NET Framewark, version
4.0.30315 42000]. Copyright (C) Microsoft Comporation. All rights reserved., . 4.7.2558.0. Recommended . Met
version is 4.5 and above,
certutil is available in C:\\Windows'\System32
Cerfficate Authonty related Native dil is installed
netsh e is available in the C\Windows'\System 32 folder
|Remote Procedure Call is available and nunning
WinRM is avalable and running
WM is available and nunning
Completed compatibility check
The Environment meets all the pre-required components which are installed and running

Export Log to File

Export Log to File

This is used for exporting the validation summary into a log file.

Steps to Integrate with AppViewX

Note: By default, the AppViewX gateway installers (in .msi format) and the server/client
certificates are shipped along with AppViewX.

1. In the Windows machine, download one of the following AppViewX gateway installers and complete
the corresponding steps:
« AppViewX.CertPlus.Setup.msi
» AppViewX.CertPlus.ValidatorSetup.msi

2. Download the certificates and save them in the same folder as the setup files.
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_ ™
Note:

- If the user wants to use a different server and client certificate then replace the certificates in
the same folder as the setup files.

« The setup file will add the certificates that are copied in the same directory
to the store. Ensure that the name of the server and client certificate is in the
ServerCertificateGateway.pfx and ClientCertificateGateway.pfx format.

« If the certificate is replaced, ensure that the respective password has been provided to add
the certificate to the store. The incorrect password will cause the Agent to fail.

N

* AppViewX.CertPlus.Setup.msi

» AppViewX.CertPlus.CustomSetup.msi

AppViewX.CertPlus.Setup.msi

1. Click the AppViewX.CertPlus.Setup.msi file to install the AppViewX Windows Gateway.
i) AppViewX CertPlus Service - 0

Welcome to the AppView> CertPlus Service Setup
Wizard

The inctaller vall guide wou thiough the steps requited to install Appiewdd CentPlus Semace an yous
compuber

WARNING: This computer program i protected by copynght law and international treates
Unawthonzed duplcation or distibubon of ts program, or ang porbon of &, may result n severe civil

or caiminal penalties, and will be prosecuted bo the maximum extent possible urder the: law.

Carcel Met »

2. Select the users for the service by selecting Everyone if the service must be used by other user
accounts such as an account apart from the login account used for installing the service.
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I AppViewX CertPlus Service - o IEN|

Select Installation Folder

The installer vall install AppYiewi CetPlus. Service o the follovang folder.
To inztall in this folder, click “Mext™. To install to a different folder, enter & below or chck “Browse™.

Enlder:
|E"‘-.Pmyam Files (85 \appievi\appiewi=. CertPlus. Serace’, Browse...

Digk Coest..,

Install AppView X CerPlus Service for yoursel, or for amyone who uses this computer

(") Everyone

(®) Just me

Cancel Bach | Nest > ]

g AppViewX.CertPlus.Service - oIEN

Confirm Installation

The installer is ready to install Apphiewid CentPlus. Service on your compuber,
Click. *Mext" to start the installation.

Cancel ¢ Back Mest »

3. Enter a custom port for accessing the service.
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The default value is 8999, which can be modified if required. By default, the Thumbprint value is the

certificate shared with the installer. Enter a custom "Thumbprint" value while using a custom certificate.

Optionally you can modify the port below

Port :
|&933

Senver Cerificate Thumbprint :

Clent Cartiicate Password -

|

Sarver Caificate Password -

Cancel ¢ Back Mext »

4. Select the certificate store from and to which the certificates must be discovered and pushed by
AppViewX.

This configures the gateway to communicate to the appropriate Certificate store.

[ Note: While managing the IS servers, the certificates are placed in the local machine store. j
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Please select default Store Location

(") Currentl ser

(® Localachine

Cancel ¢ Back Nest »

5. Proceed with the installation to bind the service with the certificates installed.

5 AppViewX.CertPlus.Service - o IEN

Installation Complete

App\iew CentPluz Sendce has been successhuly instaled
Click. *Cloze™ o exit

Please uze Windows Update to check for any critical updates to the MET Framework.

Copyright © 2019 AppViewX, Inc. All Rights Reserved. 123



Administrative Tasks

6. To test the installation, go to the following URL: https://<IP/Hostname>:<Port>/appviewx/rest/help
For example: https://10.10.10.10:8999/appviewx/rest/help

Operations at https://10.10.100.218:8999%/appviewx/rest

B v ul B 10 10 100 7B Sty e Bl el et ke
FOST S o Bl 110 10 |00 § 18 Bty Pk Fasher o es

snmtion | FILTERC OO THTION HFanertai = | FILTERSALLE
[

Fram et gl ndmerrabedd PR R
Frmaa i r Faair
Fllhrad
FTPéne i g e T TFATmS
[ | TIN TR e T Ll
1B B ety o it s g M | TR SE TR MO TR R |

L 18 # e by T ATt B e ™ P g e e = | TR Tde” HIIES M s b e = A EBRTE S RME |
18 BT g LT s R S ats

BT e brw el Tkt = A fmale

I8 B g irn 3 e Pk e e e ades

Fesdf i DR e aan ]
[ Pl B e
Frrir pf Taale Pl S L 1E SR i e Fermied e
N bt POST v g Bl 010 10|06 |8 SRty e e
Boeies Jre]  Gercem gy mipe i biis {18 S yree v

Lt Tt = WA o Ml = | SN | i Bl M Py L = | D12 TN AT LML W= | LT ol

The above page confirms the accessibility and installation of the service.

Note: In case, a different client authentication certificate is being used, ensure that the CRL

mentioned in the certificate is reachable from the AppViewX Windows gateway hosting server.

7. Go to AppViewX >> Settings >> Certificate to register the gateway with AppViewX.
8. Register the gateway with the URL format as follows: https://<IP/Hosthname>:<Port>/appviewx

For example: https://10.10.10.10:8999/appviewx
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AppViewX.CertPlus.CustomSetup.msi

1. Click the AppViewX.CertPlus.CustomSetup.msi file to install the AppViewX Windows Gateway.
5 AppViewX CertPlus Service - o HEH

‘Welcome to the AppViewX CertPlus Service Setup
Wizard

The installer will guade pou thiough the steps required to install App'iewt CertPlus. Service on pour
compuktar.

WARNING: This compiter pragiam is piotectad by copynght law and mlemmational lresties.
Unauthonzed dupbcabon or distnbution of s program, of any portion of &, may resull n severe cial
of chminal penakies, and vall be prosecuted o the masximum extent possible under the s,

Cancsl Bacl Mt >

2. Select the users for the service by selecting Everyone if the service must be used by other user
accounts such as an account apart from the login account used for installing the service.
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I AppViewX CertPlus Service - o IEN|

Select Installation Folder

The installer vall install AppYiewi CetPlus. Service o the follovang folder.
To inztall in this folder, click “Mext™. To install to a different folder, enter & below or chck “Browse™.

Enlder:
|E"‘-.Pmyam Files (85 \appievi\appiewi=. CertPlus. Serace’, Browse...

Digk Coest..,

Install AppView X CerPlus Service for yoursel, or for amyone who uses this computer

(") Everyone

(®) Just me

Cancel Bach | Nest > ]

i AppViewX.CertPlus.Service - °IEN

Confirm Installation

The instaber iz ready to rstall AppVesws CertPlus. Sernce on your compubear.

Chck “Mext" to start the instalabon

Cancel < Back Mext >

3. On the Custom Installation screen that opens, do the following:
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AppViewX Cert Custom Installation - OHEN]
Default Store Location Enter Port
®) Local Machine Port: |B999
Current User
Choose or Upload Server Certificate

sopwiew.com _354733908599563485 10 IR e VT L) = L0

Chick to Upload Cartficats Password :

Selectad Cartificate Thumbprint : D35F75917B0385CAS2E4A5114CE35478271788

Updoad Cheri Cartificates

Click to Upload Cerrficate Password

MNext Cancel

To allow the port on any antivirus, system and network firewalls for the service to be reachable:

a. Select the default certificate store from and to which the certificates must be discovered and pushed
by AppViewX.
This configures the gateway to communicate to the appropriate Certificate store. While managing
the 1IS servers, the certificates are placed in the local machine store.

b. Enter a custom port for accessing the service.
The default value is 8999, which can be modified if required.

c. Select one of the existing server certificates from the dropdown list.
By default, the Thumbprint value for the selected certificate will be auto-populated.

d. Click the Click to Upload Certificate button to upload both the Server and Client certificate and

enter the password in the corresponding fields.
e. Click Next to complete the installation and bind the service with the certificates installed.

4. To test the installation, go to the following URL: https://<IP/Hostname>:<Port>/appviewx/rest/help
For example: https://10.10.10.10:8999/appviewx/rest/help
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The above page confirms the accessibility and installation of the service. In case, a different client

authentication certificate is being used, ensure that the CRL mentioned in the certificate is reachable

from the AppViewX Windows gateway hosting server.

5. Navigate to AppViewX > Settings > Certificate to register the gateway with AppViewX.

6. Register the gateway with the URL format as follows: https://<IP/Hostname>:<Port>/appviewx

For example: https://10.10.10.10:8999/appviewx

Agent Setup When the Service Account is not a Part of the Administrator

Group

The Windows gateway agent can be installed using a service account or an admin account.

If the customer has a policy that states that the service account cannot be part of the administrator group

or that the service account is only a part of the user group, then:
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» The gateway agent is installed using an admin account.
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 The installed agent is associated to the service account in services.msc, by adding the account in the

properties of the AppViewXCert Plus service. Refer the following image:

LS 1010100218 - Rermots Deskiog Corrdtion

rem

1. In this case, the following command has to be executed from the PowerShell: netsh http add urlacl url=https:/

/+:8999/appviewx/ user=appviewx.localmscatest01

In the above command, the value for user = <domainserviceaccount> and the URL must be

changed respectively.

2. Once this is done, stop and start the AppViewXCertPlus Service in services.msc.

Configuration Settings File

While installing a windows agent in the installation folder, the configuration file can be found in the name

of ‘config.xml'. The configuration details can be modified before installing the agent. The following are the

details of the configuration:

versions=
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* Vendor: The vendor is the device category that has to be added to AppViewX. By default the value is
‘Microsoft PC' for personal computers and 'lIS' in case the device is for Internet Information Service.

« Certificate Status: Monitored certificates can be just be monitored, while 'Managed' the certificate can
be managed and monitored.

« AppViewXGatewayURL: The AppViewXGateway URL for pushing the certificate.

» PushAgentEnabled: When Yes certificates will be pushed to AppViewXGateway API. If No the push
agent will be disabled.

* PC: Ifitis a personal computer the value is Yes. For the server, the value is No. On a server when the
user makes an RDP connection, the user details will not be captured.

» PushCertificateSchedule: The time interval when the push agent gets triggered and the interval time is

the cron expression.

LogOn Application

Service Behavior: When the Windows Agent is installed on the computer it runs as a Windows service.

The agent service can be viewed in services.msc.
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The Log On details can be viewed by navigating to Properties >> Log On (tab) as shown below:
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Oralom

By default, the service runs under the Local System Account. If you want to fetch the current user

certificates, then the account has to be changed to the current user as shown in the following image:
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service will

N

fail to start.

(o
Note: A drawback of this approach is that the current user will not have access to services.msc
and when the user password is changed, then This account details have to be updated or the

So, for the convenience of the user, the LogOn Application is created and this LogOn application has to

be called through GPO during every user login.
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LegOn

] AppViewil CertPlusl ogOn.eme

Y -

So for the first login the user will be prompted to enter the password as shown in the following image.

b
| B85 CertPlus LogQn — O >

Enter user details for CertPlus

UserName: sathishkumar t@APPVIEW X

Pazzword: | ......... |

|ser details added successfully.

After saving it successfully, the user will not be prompted for a password until there is a change in the
password. This is so that the user does not have to go to services.msc and configure the credential
every time to fetch and push the current user certificate.

Push Agent

The push agent is a feature specifically designed for the PC user, which sends the certificate
automatically to AppViewX from the Windows agent when the user logs into the computer and also during
the scheduled time.

~

( Note: The schedule time can be configured in the config file before installing the AppViewX
Windows Agent. This feature uses the LogOn application to get the user details and scans the
current user certificates and sends it back to AppViewX. The following image is the architecture
diagram for the push agent.

N /

Copyright © 2019 AppViewX, Inc. All Rights Reserved. 132



Administrative Tasks

/ T r——
g ( 8 coon

z App\iewX AP < ﬁ
igen =X

\ WindowsAgenlService

-

\_\,—J

Requirements

» PowerShell remoting needs to be enabled for config fetch and discovery.

 Config fetch, certificate discovery will work only when PowerShell remoting is enabled on the local

computer.

Enable PowerShell Remoting

In a PowerShell console running as administrator enable PowerShell Remoting: Enable-PSRemoting -force

This should be enough, but if you have to troubleshoot you can use the following commands:

-
o Troubleshooting:

a. Make sure the WinRM service is set up to start automatically.

« Set start mode to automatic: Set-Service WinRM -StartMode Automatic

Object {$_.name -like "WinRM"}
b. Set all remote hosts to trusted.

« Verify start mode and state - it should be running: Get-WmiObject -Class win32_service | Where-

[ Note: You may want to unset this later.
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o » Trust all hosts: Set-Item WSMan:localhostclienttrustedhosts -value *
» Verify trusted hosts configuration: Get-ltem WSMan:localhostClientTrustedHosts

GPO LogOn Settings

To run the LogOn Application during start-up, it has to be configured in the GPO. Following are the steps
to configure it on the GPO:

1. Log on to Windows server and Open Group Policy Management and create a new policy:

& Group Policy Management =157 ¥
@ File  Action View Window Help -
o9 2m 0/ Ec Bre
ath, ADATUM Standart ~ | adatum.iocal
a. Default Domain Policy Status | Linked Groue Policy OB Geou Poicy Inhet * |
. Directocess Client Settings e oot |
- Directiccess Se-rvﬂ 'Stl‘ﬂ‘.lhgi This page the siatus of Aetive D and
sl New Group Policy Object SYSWIOL seplcaation for this doman as i relates 1o Group
sl Wallpaper Pobicy.
b 2] Domain Controllers
b ElIT Stztug Detals
b & Kiosks
p 5] Manager
b ,-u :;mr:h e
e . IFIumglmmhuui I
Source Stater GFO:
| ADATUM Standart =
7 Conference room policies
1 Default Domain Contrallers
=] Default Domain Policy
] DurectBccess Client Settings
5] Directfigcess Server Settings

2. Right-click on the created GPO and click Edit.
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Run Progran

Security Filte

Wikl Filtering

Scops l Ot ails
Links

Digplay links in L
The following =iy

Location
< | 1

The sattings in t
REE
B2 Autheetics

< [

Thiz GFD iz linH

Rlal=lal -kl

3. Go to ConfigurationAdministrative TemplatesSystemLogon and double click Run Following are

the programs at the user log on:
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Run these programs at user logon  S£Ming

Edit policy sething

wem ke
At least Windows 2000

Deseripticn:

This policy setting specifies.
addibonal programs or

docum ents that Windows starts
sutomatically when a user logs on
to the system.

Administrative Tasks

1 Adlower users to select when a pasrword is required when resu...,
~ 12 Turn on PIN sign-in
- Turn off picture password sign-in
1 Assign a default dormain for logon
47 Exclude credential prosaders
iz, Do not process the legacy run hist
I Do not process the run ance list
1 Tuen off app notifications on the lock screen
1 Tuen off Wind ow: Startup sound

[-..

o

- | e5i-Deneec L Do not deplay netwark selection Ul
= MFH.M!'.H T —_— 12 Do not enumente connected users on domain-joaned com..,
% Cru.lenmhl:le you can specify which programs 35] Shovw first sagni-in animation
b [ Device Installa can run at the time the user logs i) Enuarnerate local users on dornsin-joimed computers
) Disk NV Cache | | on ta this computer that has this [12] Hide enitey painks For Fast User Switching
;|: D!'Ik .QMI palicy spplied. 17, Adbwiarys wse classic logon
B j m_m*"md 'C'l.'.f_ To specify values for this palicy 1 Do not d) the Getting Started welcome screen st logon
| Driverlnstallat || cupving, click Show. In the Show
3 ::T::.:T;:.: :Enhmn type mb:.;.:r;:u' = o v g ki ok
= | =
) Fite Share Shal mcutsble program [.es) file or Ji7 bwiarys wie custom bogon background
- g decument file. To specify another
v ::d”' m" L name. press ENTER, and type the
= Polder REClEC 1| mame. Unless the file is located in
b [ Group Policy the %Systemroot® directony, you
b O Intermet Comr | | must specify the fully qualified
b ] i5C3 path to the file.
j DC I you disable or do mot configure
B Kamborvs this policy setting, the user will
=~ Locale Service have to start the sppropriate "
_ Legon - || programs sfter logon. ] n ] »
¢ m | * | Btended A Sandard [

19 settingls)

4. Click Enable and then click Show.
5. Enter the program that you want to run on a user logon (For example Internet Explorer) and click OK

and then OK again.
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[E] Run these programs at user logon

O Mot Configured ~ Comment:

e ] 1

) Disabled
Supported on:

Run these programs at user logon =|8] X

| Previous Setting | | Next Setting |

At least Windows 2000

User Configuration folders. If both settings are configured, the
system starts the programs specified in the Computer =

5

() (e (e

6. Now you need to apply that GPO on OU that you need. So right-click OU and click Link an Existing

GPO:
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& File Action View Window Help
oo 2m L0 Xa B
. New Group Policy Object # | |Run Program on log on
w Wallpaper Scope | Detads | Settings | Delegation | 5t
p Domain Controllers ) | I I I
Links
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Group Policy Update...
Group Policy Modeling Wizard.., <] =
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Delete y
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Refresh
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Properties
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Help
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b 5 WMI Filters
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7. Choose GPO Run Program on log on and click OK.

Select GPO. E3|

Look in this dormain:

adaturn, local W |

Group Policy objects:

Marne S
ADATUM Standart [
Conference room policies

Default Domain Controllers Policy
Default Domain Palicy
Direckaccess Client Settings
DirectAccess Server Settings
Engineeting Aplication Override
Home page internet explorer

mon log on i

Upgrade a Web Component

[ Note: You need not restart the component for a web upgrade process. j

To upgrade a subsystem based web component:

1. Execute the following command to check the status of the web component: $ appviewx --status
avx_platform_web

2. Download the latest web component that you want to upgrade to the following location:
<user_home_directory>

3. Execute the following command to initiate the web upgrade process: $ appviewx --deploy-web
<package_location>

4. After the upgrade process is complete, execute the following command to check the status of the web

component: $ appviewx --status avx_platform_web
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Apply Release Patch
» Apply Latest Patches Through Release Portal
 Steps to Add Integration Libraries

Apply Latest Patches Through Release Portal

Complete the following steps to apply all the latest patches released through the release portal:

1. Download the latest plugins from the release portal to a node and extract the archive.
2. Run the following command: appviewx --apply-patch <path_of_extracted_patch_directory>
The following will happen during the execution:

» The components release_scripts, properties, plugins, gateway, and the web will be updated.
» The new plugin and release scripts will be executed.

- If there is no database change for a plugin, the plugin will be restarted one instance at a time.

« If the web binary is found in the patch, the web will be restarted. If only web plugins are patched, the
web component will not be restarted.

- If there is a change in the property directory, all the components will be restarted.

Steps to Add Integration Libraries

Please follow the steps in this section to add external proprietary jars in AppViewX:
* Prerequisites

« iControl

 Thales (jutils, kmjava, nfjava)

» CyberArk (javapasswordsdk)

» Safenet/Gemalto (jcprov)

Prerequisites

* iControl

» CyberArk (javapasswordsdk)
* Thales (jutils,kmjava,nfjava)
» Safenet/Gemalto (jcprov)
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« If the customer uses any of the Jars mentioned in the earlier versions of AppViewX and if the customer
wants to use it in the 19.3.0 release, the corresponding jars should be downloaded and extracted in
Installer/external lib folder before the migration/installation process.

« If any customer intends to use any functionality of the jar after the migration or installation, then the
corresponding jars should be downloaded and extracted in /lhome/appviewx/appviewx/external_libs
folder.

« If AppViewX is already installed or migrated from an earlier version of AppViewX, use the following
command: cp -r /lib/iControl-13.0.0.jar <user_home_dir>/external_libs/

« If AppViewX is not installed or migrated, copy the iControl-13.0.0.jar in the /installer directory: cp -r /lib/
iControl-13.0.0.jar /home/appviewx/Installer/external lib

« If AppViewX is already installed /migrated: cp <jar_name>.jar <user_home_dir>/external_libs/

« If AppViewX is not installed/migrated, copy the jar in the installer directory: cp <jar_name>.jar /home/appviewx/
Installer/external lib

« If AppViewX is already installed /migrated: cp javapasswordsdk.1.0.0.jar <user_home_dir>/external_libs/

- If AppViewX is not installed/migrated, copy the jar in the installer directory: cp javapasswordsdk.1.0.0.jar /
home/appviewx/Installer/external lib

« If AppViewX is already installed /migrated: cp jcprov.jar <user_home_dir>/external_libs/

« If AppViewX is not installed/migrated, copy the jar in the installer directory: cp jcprov.jar /home/appviewx/

Installer/external lib

iControl

1. Go to the following directory: cd <user_home_dir>/installer/external_libs/

2. Open your web browser (with an internet connection) and go to the following link: https://
devcentral.f5.com/s/articles/iControl-Library-For-Java-With-Source

3. Click on the link iControl Assembly for Java 13.0.0 from the listed iControl libraries to download the
iControlAssembly-13 0 0-Java.zip file.

4. Extract the zip file using the following command: unzip iControlAssembly-13_0_0-Java.zip

5. Copy iControl-13.0.0.jar from the extracted package to the external_libs directory.

6. Restart the avx_vendors plugin followed by the gateway.

appviewx --restart plugins avx_vendors
appviewx --restart gateway

Thales(jutils, kmjava, nfjava)

Copyright © 2019 AppViewX, Inc. All Rights Reserved. 141


https://devcentral.f5.com/s/articles/iControl-Library-For-Java-With-Source
https://devcentral.f5.com/s/articles/iControl-Library-For-Java-With-Source

Administrative Tasks

Thales (jutils, kmjava, nfjava)

Thales client installation should be performed in the node where AppViewX is installed.

1. Go to the directory where the Thales client is installed: cd /opt/nfast/java/classes
2. Copy jutils, kmjava and nfjava jars from the directory and paste it to the external libs folder in
AppViewX.

3. Restart the avx_vendors plugin followed by the gateway:

appviewx --restart plugins avx_vendors

appviewx --restart gateway

CyberArk (javapasswordsdk)

Cyberark client installation should be performed in the node where AppViewX is installed. After
installation, follow the necessary steps listed below:

1. Go to the directory where CyberArk is installed: cd /opt/CARKaim/sdk/
2. Copy the javapasswordsdk jar from the directory and paste it to the external lib folder in AppViewX.
3. Restart platform core plugin followed by the gateway:

appviewx --restart plugins avx_platform_core

appviewx --restart gateway

Safenet/Gemalto (jcprov)

Safenet client installation should be performed in the node where AppViewX is installed.

1. Go to the directory where Safenet/Gemalto is installed: cd /usr/safenet/lunaclient/jcprov/lib
2. Copy the jcprov jar from the directory and paste it to the external lib folder in AppViewX.
3. Restart avx_vendors plugin followed by the gateway:

appviewx --restart plugins avx_vendors

appviewx --restart gateway
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Configure a SCEP Agent

1. To configure a new user or an existing user for the SCEP agent, update the following details in the
avx-scep-agent.properties file:

« USERNAME=<Provide the username>

 Encrypt the password using CryptUtil.jar as follows:
* [appviewx@cert-dev-26 properties]$ ../jre/bin/java -jar CryptUTtil.jar encrypt <Password to be encrypted>
* LOGIN_ENCRYPTED_PASSWORD=<Provide Encrypted Value>
For example# encrypted value = JPYexGK+P1M4CASDpanwvQ==

* LOGIN_PASSWORD_DECRYPTION_KEY=<Provide Encrypted Key>

For example: encrypted key = hmgodr71tpfcecwmhQOiaap8eh

2. To create a certificate group/policy in AppViewX and configure the certificate group for the enrollment,
complete the following steps:

« Default Certificate Group:

« The challenge password authentication will be skipped if you configure the default group name.
« CERT_GROUP_DEFAULT = <CERTIFICATE_GROUP>

For example, CERT_GROUP_DEFAULT=defaultSCEPGroup

« Certificate Group for Auto Enrollment:

« Create a policy with the ‘Approval required’ flag as OFF and associate it with the certificate group
created for auto-enroliment.

« If the challenge password is successfully authenticated, the certificate group with auto-approval will
be selected.

+ CERT_GROUP_AUTO = <CERTIFICATE_GROUP>

For example, CERT_GROUP_AUTO=autoApprovalGroup

* SCEP_CHALLENGE = <Challenge password>

For example, SCEP_CHALLENGE=test
* Certificate Group for Manual Enrollment:

« Create a policy with the ‘Approval required’ flag as ON and associate it with the certificate group
created for manual enroliment.

« If challenge password authentication has been failed then, the certificate group with manual
approval will be selected.

* Log in into AppViewX and navigate to the certificate's holistic view to perform ‘Approve’ and
‘Implement’ actions for certificate enrollment.
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For example, CERT_GROUP_MANUAL=manualApprovalGroup

You can configure an agent in either the Certificate Authority (CA) Mode or Registration Authority (RA)

Mode based on the ‘CA_MODE’ property selected in the avx-scep-agent.properties file:

« CA_MODE=Y
« CA_MODE=N

» CA Mode
« RA Mode

CA Mode

1. Configure the CA in AppViewX.

2. Get the serial number for the CA/Intermediate CA and update

CA_CERT_SERIAL_NUMBER in the avx-scep-agent.properties file. For example,
CA_CERT_SERIAL_NUMBER=0C:C8:65:F5:7F:C2:34:42
3. Restart the SCEP agent by executing the following command: avx --restart plugins avx_vendor_cert_scep_agent

» CA Mode: Properties

CA Mode: Properties

CA_MODE Y This will currently work for AppViewX
CA and Custom CA
USERNAME Username for Create a new user or use the existing

all the available
AppViewX users

user in AppViewX

LOGIN_ENCRYPTED_PASSWORD

Encrypted login
password

Use CryptUstil.jar in the properties
folder ../jre/bin/java -jar CryptUtil.jar
encrypt <Password to be encrypted>

Encrypted Value using CryptUtil.jar
for encryption
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LOGIN_PASSWORD_DECRYPTION_KEY

Decryption key to
decrypt the login
password

Encrypted Key using CryptUtil.jar for
encryption

CA_CERT_SERIAL_NUMBER

CA or Intermediate
CA serial number

The CA settings and the serial
number for the CA or Intermediate
CA is configured

CERT_GROUP_DEFAULT

Challenge
password
authentication will
be skipped. This
group is used for
the workflow.

Create a certificate group and policy
in AppViewX with the ‘Approval
required’ flag based on the customer
requirement. Ensure that the policy is
associated with the group.

CERT_GROUP_AUTO

The certificate will
be enrolled without

any approval in the

Create a certificate group and policy
in AppViewX with the ‘Approval
required’ flag as OFF and associate

and perform
Approve and
Implement actions
for certificate

enrolment.

workflow the policy with the group.
CERT_GROUP_MANUAL Loginto Create a certificate group and policy
AppViewX in AppViewX with the ‘Approval

required’ flag as ON and associate
the policy with the group.

SCEP_CHALLENGE

Challenge
password is used
for authentication

If the password is successfully
authenticated, the certificate group
with auto-approval will be selected.
Else, the certificate group with
manual approval will be selected.

RA Mode

1. Configure the CA in AppViewX.

2. Generate a server certificate for the configured CA, which can be used as an RA certificate.
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3. Download the P12 file for the generated RA certificate and place it in the properties folder.

4. Configure the name and password for the P12 file in the avx-scep-agent.properties file.

SCEP_P12_FILE=<Name of the P12 file>

For example: SCEP_P12_ FILE=AvX.SCEP.Agent.appviewx.com_197.p12
5. Encrypt the P12 file password using CryptUtil.ja as follows:

* [appviewx@cert-dev-26 properties]$ ../jre/bin/java -jar CryptUtil.jar encrypt <Password to be

encrypted>

- RA_P12_ENCRYPTED_PASSWORD = <Provide Encrypted Value>

For example, encrypted value = osfkIKwEzPA4/x4pCXNsiQ==

* RA_P12 PASSWORD_DECRYPTION_KEY = <Provide Encrypted Key>

For example, encrypted key = t9r80297u54zpOedre6imyg04

6. Restart the SCEP agent by executing the following command: avx --restart plugins avx_vendor_cert_scep_agent

* RA Mode Properties

RA Mode Properties

all the available
AppViewX users

CA_MODE N The RA certificate is generated and
configured in the SCEP agent
USERNAME Username for Create a new user or use the

existing user in AppViewX

LOGIN_ENCRYPTED_PASSWORD

Encrypted login
password

Use CryptUTtil.jar in the properties
folder ../jre/bin/java -jar CryptUTtil.jar
encrypt <Password to be encrypted>

Encrypted Value using CryptUtil.jar
for encryption

LOGIN_PASSWORD_DECRYPTION_KEY

Decryption key to
decrypt the login
password

Encrypted Key using CryptUtil.jar for
encryption

SCEP_P12_FILE

The P12 file name
of RA
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and download the same in P12
format

RA_P12_ENCRYPTED_PASSWORD

Encrypted P12 file
password

User CryptUtil.jar in the properties
folder ../jre/bin/java -jar CryptUTtil.jar
encrypt <Password to be encrypted>

Encrypted Value using CryptUtil.jar
for encryption

RA_P12_PASSWORD_DECRYPTION_KEY

Decryption key to
decrypt the P12
file password

Encrypted Key using CryptUtil.jar for
encryption

CERT_GROUP_DEFAULT

Challenge
password
authentication will
be skipped. This
group is used for
the workflow.

Create a certificate group and policy
in AppViewX with the ‘Approval
required’ flag based on the customer
requirement. Ensure that the policy
is associated with the group.

CERT_GROUP_AUTO

The certificate will
be enrolled without
any approval in
the workflow

Create a certificate group and policy
in AppViewX with the ‘Approval
required’ flag as OFF and associate
the policy with the group.

CERT_GROUP_MANUAL

Loginto
AppViewX

and perform
Approve and
Implement actions
for certificate

enrolment.

Create a certificate group and policy
in AppViewX with the ‘Approval
required’ flag as ON and associate
the policy with the group.

SCEP_CHALLENGE

Challenge
password is used
for authentication

If the password is successfully
authenticated, the certificate group
with auto-approval will be selected.
Else, the certificate group with
manual approval will be selected.
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» Deployment Prerequisites

» Deployment Steps

* You need to configure the OCSP response signing certificate in the .jks format and specify its location,
password, and the alias hame in the following location: <home directory>/appviewx/properties/
ocspconf.yml.

* You need to specify the valid cron expression against the crIRefreshinterval key in the ocspconf.yml
file.

* You need to specify the required CRL Distribution points against the cdpPoints key in the
ocspconf.yml file.

« If the proxy is required, you need to specify the proxy details in the ocspconf.yml file.

* The person issuing the OSCP response signing certificate provided in the ocspconf.yml should be a
trusted source in the network.

1. Untar the appviewx.tar.gz package: tar -xvzf appviewx.tar.gz

2. Go to appviewx/scripts directory and execute the following command to install: ./appviewx --install

3. To check the status of all components, enter the following command: cd <home directory>/appviewx/scripts ./

appviewx --status all [appviewx@test scripts]$
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4. To stop the components, go to following script directory: cd <home directory>/appviewx/scripts ./appviewx --stop

all

5. To start the components, go to following script directory: cd <home directory>/appviewx/scripts ./appviewx --start

all

6. To start the plugins, go to following script directory: cd <home directory>/appviewx/scripts ./appviewx --start

pluginsavx_ocsp_responder

7. To stop plugins, navigate to following script directory: cd <home directory>/appviewx/scripts ./appviewx --stop

plugins avx_ocsp_responder
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8. To stop database, navigate to following script directory: cd <home directory>/appviewx/scripts ./appviewx --stop

avx_platform_database

9. To start database, navigate to following script directory: cd <home directory>/appviewx/scripts ./appviewx --start

avx_platform_database
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Chapter 8: Steps to Add Integration Libraries

« iControl

» Thales (jutils, kmjava, nfjava)
» CyberArk (javapasswordsdk)
« Safenet/Gemalto (jcprov)

iIControl

1. To integrate the iControl library into required project, copy the library and past it into: cd
<user_home_dir>/installer/external_libs/ folder (create a folder if the folder does not exist).

2. Visit devcentral f5 download page URL: https://devcentral.f5.com/s/articles/iControl-Library-For-Java-
With-Source.

3. Download the latest iControl integration library file from the list of libraries.

0 @ devcentral.f5.com/s/articles/iControl-Library-For-Java-With-Source

Included are the binary distribution of the iContral library for Java and Apache Axis. These releases
coincides through version BIG-IP, version 13.0.0.

+ iCantrol Assembly for Java 11.3.0
« iControl Assembly for Java 11.4.0
« iControl Assembly for Java 11.4.1
« iControl Assembly for Java 11.5.0
« iControl Assembly for Java 11.6.0
+ iControl Assembly for Java 12.0.0
+ iControl Assembly for Java 12.1.0
+ iCantrol Assembly for Java 13.0.0
I- iControl Assembly for Java 13.1.0'

4. Extract the downloaded zip file use path: Extract to iControlAssembly 13 1 0-Java\.
5. Copy the iControl.jar file from the extracted package to the external _libs directory.

Copyright © 2019 AppViewX, Inc. All Rights Reserved. 151


https://devcentral.f5.com/s/articles/iControl-Library-For-Java-With-Source
https://devcentral.f5.com/s/articles/iControl-Library-For-Java-With-Source

Steps to Add Integration Libraries

o If AppViewX is already installed or upgraded from an earlier verion of AppViewX, move the

iControl-13.1.0.jar file to cp -r /lib/iControl-13.1.0.jar <user_home_dir>/external_libs/ directory.

iControl-13.1.0.jar

File Commands

Tools

Add Extract To

T B8 icontrol-1

Mame

|
o -

1Control
META-IMF

wsdl
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General  Advanced
Destination path (will be created if does not exist) Display
w | Mew folder
Update mod
pdate mode [ Desktop ~
(®) Extract and replace files __,- OneDrive
(") Extract and update files a
() Fresh existing files only El_j—._ This PC
-l 3D Objects
Overwrite mode t+)-flll Desktop
(®) Ask before overwrite & Danendts
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O Overwrite without prompt Music
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o If AppViewX is not installed, move the iControl-13.1.0.jar file to cp -r /lib/iControl-13.1.0.jar /
home/appviewx/Installer/external lib directory.

File Commands Tools Favorites Options  Help

ﬁ F‘=-q B8 Extraction path and options ? »
=
Add  ExtractTo | General  Advanced
T m iControl-13|  Destination path (will be created if does not exist) Dizplay
p + JflibjfiControl-13,1.0.jar appvi [ ~ | Mew folder
Mame
Update mod
- poatE mods I Desktop S
iControl (®) Extract and replace files -4 OneDrive
META-IME (CJExtract and update files a
wedl () Fresh existing files only ’-:-'l_j—._ This PC
“J 3D Objects
Overwrite mode I Deskiop
(@) Ask before overwrite = DDCUI':'IEI‘IdtS
Downloads
O rite without t
() Overwrite without promp 2 Music
() Skip existing files -] Pictures
(CJRename automatically E Videos
) : i Local Disk (C:)
Miscellaneous _____ = Local Disk (D2)
Extract archives to subfolders 8 USE Drive (E:)
[keep broken files [#~ aa DVD RV Drive (F:)
i ) [ Libraries
Display fi Expl
[ pisplay files in Explorer -8 USE Drive ()
s i (-2 Network
e —— - | AppviewX v
Concel | | i

6. If multi node environment, copy the iControl-13.1.0.jar file to all the servers where the avx_vendors is
running.

7. Restart the avx_vendors plugin followed by the gateway:

appviewx --restart plugins avx_vendors

appviewx --restart gateway

Thales (jutils, kmjava, nfjava)

Thales client installation should be performed in the node where AppViewX is installed.

1. Go to the directory where the Thales client is installed: cd /opt/nfast/java/classes
2. Copy jutils, kmjava and nfjava jars from the directory and paste it to the external libs folder in
AppViewX.

Copyright © 2019 AppViewX, Inc. All Rights Reserved. 153



Steps to Add Integration Libraries

o If AppViewX is already installed /migrated: cp <jar_name>.jar <user_home_dir>/external_libs/
o If AppViewX is not installed/migrated, copy the jar in the installer directory: cp <jar_name>.jar /home/
appviewx/Installer/external lib

3. Restart the avx_vendors plugin followed by the gateway:

appviewx --restart plugins avx_vendors

appviewx --restart gateway

CyberArk (javapasswordsdk)

Cyberark client installation should be performed in the node where AppViewX is installed. After
installation, follow the necessary steps listed below:

1. Go to the directory where CyberArk is installed: cd /opt/CARKaim/sdk/
2. Copy the javapasswordsdk jar from the directory and paste it to the external lib folder in AppViewX.
o If AppViewX is already installed/migrated: cp javapasswordsdk.1.0.0.jar <user_home_dir>/external_libs/
o If AppViewX is not installed/migrated, copy the jar in the installer directory: cp javapasswordsdk.1.0.0.jar /
home/appviewx/Installer/external lib

3. Restart platform core plugin followed by the gateway:

appviewx --restart plugins avx_platform_core

appviewx --restart gateway

Safenet/Gemalto (jcprov)

Safenet client installation should be performed in the node where AppViewX is installed.

1. Go to the directory where Safenet/Gemalto is installed: cd /usr/safenet/lunaclient/jcprov/lib
2. Copy the jcprov jar from the directory and paste it to the external lib folder in AppViewX.
o If AppViewX is already installed /migrated: cp jcprov.jar <user_home_dir>/external_libs/
o If AppViewX is not installed/migrated, copy the jar in the installer directory: cp jcprov.jar /home/appviewx/
Installer/external lib

3. Restart avx_vendors plugin followed by the gateway:

appviewx --restart plugins avx_vendors

appviewx --restart gateway
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Chapter 9: OS Configurations

» Set Up sudoer Permissions

» Configure a Hosthame

« Configure an IP Address

» Configure the /etc/hosts file

» Configure a DNS

» Port Forwarding

« Setthe Time Zone

* Modify the Date and Time

* Install Network Time Protocol (NTP)
» Configure a Cron Job

Set Up sudoer Permissions

To set up the required sudoer permissions:

1. Log in to the host as a root user.

2. Execute the following command to create a new user account for AppViewX usage: useradd -m avxssh -s /
bin/bash passwd avxssh
You will be prompted to enter the password.

3. Type the password and then press Enter on your keyboard.

4. Enter visudo to provide a sudoer privilege and allow the root user to run the commands in the following
order: Cmnd_Alias AVX = /bin/ls, /bin/getent passwd, /bin/test, /bin/grep, /bin/rm, /bin/mv, /bin/cat, /bin/xargs, /bin/stat, /bin/su, /
bin/cd root ALL=(ALL) ALL avxssh ALL=(root) AVX

Note: You can use the netstat package as the telnet package is not available in the disk
images (OVA/VHD/QCOW?2)
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Configure a Hostname

1. Use the following methods to configure the hostname of a machine running Redhat Linux:
o The hostname command: hostname appviewxeval.payoda.com.
> The /etc/sysconfig/network configuration file (preferred method).
 NETWORKING=yes
« HOSTNAME=appviewxeval.payoda.com
2. To make the configuration persistent, you must configure it in the /etc/sysconfig/network file.
3. Open the file in an editor and change the following line:
4. After modifying the configuration file, restart the network service to read the /etc/init.d/network restart
file.

[ Note: This creates a temporary or non-persistent configuration of the hostname. ]

Configure an IP Address

1. Modify the /etc/sysconfig/network-scripts/ifcfgethO file and provide a static IP address as a root
user in Redhat.
It should be displayed as follows:
» DEVICE=eth0
+ BOOTPROTO=STATIC
« IPADDR=192.168.0.5
« NETMASK=255.255.255.0
* GATEWAY=192.168.0.1
* ONBOOT=yes

2. After saving the file, execute the following commands to restart the network daemon:

$ /etc/init.d/network stop

$ /etc/init.d/network start

This will provide the IP address to the ethO interface and also, the ifconfig command will list ethO.

Configure the /etc/hosts file

The mapping of the hostnames is available in the /etc/hosts file. As soon as your machine is started, it
will check for the mapping of a few hostnames with the IP addresses. In the absence of a name server,
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any network program on your system will refer this file to determine the IP address corresponding to a

hostname.

Open the file in your favorite editor and modify the following line:

127.0.0.1 localhost localhost.localdomain localhost4 localhost4.localdomain4
::1 localhost localhost.localdomain localhost6 localhost6.localdomainé

192.168.x.x appviewxeval appviewxeval.payoda.com

Configure a DNS

1. Add the DNS entries in the /etc/resolv.con file as follows: nameserver DNS-server-IP
2. To set the hostname for CentOS 7.X and RedHat 7.X by any one of the following methods:
o Add an FQDN in the /etc/hostname file.

o Execute the following command and reboot a server: # hostnamectl set-hostname your-new-hostname

Port Forwarding

1. For CentOS 7.X, run the following command and reboot the server:

systemctl start firewalld

firewall-cmd --zone=public --add-masquerade --permanent
firewall-cmd --zone=public --add-rich-rule="rule

family="ipv4" source address="0.0.0.0/0" accept' --permanent
firewall-cmd --zone=public
--add-forward-port=port=443:proto=tcp:toport=5004
--permanent

firewall-cmd --reload

2. For CentOS 6.X, add the following line in the /etc/rc.local file:

iptables -A INPUT -i ethO -p tcp --dport 443 - ACCEPT
iptables -A INPUT -i ethO -p tcp --dport 5004 -j ACCEPT

iptables -A PREROUTING -t nat -i ethO -p tcp --dport 443 -j REDIRECT --to-port 5004
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3. Execute the following commands and reboot the server:

# chmod +x /etc/rc.local

# iptables -t nat -L

Set the Time Zone

1. In the /etc/localtime file, the localtime is a link to or copy of a file containing information about your

time zone.

Note: The zone information files are available in the /usr/share/zoneinfo, based on your
geographical distribution.

2. If the localtime file is directed to an incorrect zoneinfo file, you can modify it by browsing the
directories in /usr/share/zoneinfo to find your country.

Note: You must then find your city or a city belonging to the same time zone and link a
localtime to it.

Modify the Date and Time

1. Use the date command to view and modify the date and time.

rootEPiTT date

Mon Mov 3 02:25:31 PST 2003

2. To modify the time, enter date followed by the month, day, hour, minute, and year.

root@PiTl d

Sun Nov 2 12:57:00

[ Note: Ensure that all the values you provide are in numerals with no spaces. j
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o ™
Note: The hardware clock can be updated either in UTC (Coordinated Universal Time) or
using your local time. However, the standard practice is to update the hardware clock in UTC.
huclock -——utc ——s yst ohc
N /

Install Network Time Protocol (NTP)

1. Install the NTP package on your server using the appropriate package management tool available on
the Linux distro.
For example, the NTP package is installed in the Redhat and CentOS by entering the following
command: yum install ntp

2. To add the NTP server details, complete the following steps:

a. Add a local clock in the ntp.conf file to allow the NTP server to provide time from its local system

clock when the NTP server is disconnected from the internet.

b. The NTP will connect to a server to fetch the atomic time and the hardware clock is updated by
entering the command ntpdate followed by the local/public time server.

For example:

$ ntpdate "server DNS name or IP address"
4 Nov 22:31:28 ntpdate[26157]: step time server 209.81.9.7

offset 22317290.440932 sec $ hwclock -systohc

¢. To maintain an accurate time, create a cron job by entering the following command: ntpdate "server

name" && hwclock -w

Configure a Cron Job

The /etc/cron.allow and /etc/cron.deny files are used to restrict access to cron. The access control files
are read every time when a user tries to add or delete a cron job. Both the access control files should
possess one username on each line with no whitespaces. It is not necessary to restart the cron daemon
(crond when the access control files have been modified. The root user can always use cron, regardless
of the usernames listed in the access control files.

If the cron.allow file exists, only users listed in it are allowed to use cron, and the cron.deny file will be
ignored.
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If the cron.allow file does not exist, users listed in cron.deny file will not be allowed to use cron.
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Chapter 10: AppViewX Admin Portal

* GUI Installation
* Administrator Tasks

GUI Installation

1. Go to the directory $ cd <user_home_directory>

2. Untar the .tar.gz installer package by entering the following command: $ tar -xvf
appviewx_2020.1.0_BXX_RXXXX.tar.gz

3. Go to the installer directory by executing the following command: $ cd installer

4. Type the command Is to verify if the following files are available: AppViewX.tar.gz, installer.sh,
copy_ssh_key.py, plugins.meta, and appviewx.conf

5. Run the command: $./installer.sh --portal
You will be prompted to enter the AppViewX installer path if more than one tar.gz file is available in the
installer directory.

6. Provide the path for the AppViewX.tar.gz file and then, press Enter on your keyboard.
The URL for the admin portal and its credentials will be displayed.

7. Click to open the link in a browser and enter the credentials on the login page of AppViewX
administrative console.

8. Select the single node or multi-node button based on the installation type you want to use.

9. If the single node button is selected in Step 9. then you will be prompted to choose any one of
the following methods: If the multi-node is selected in Step 9 then the user can directly upload the
deployment configuration file and proceed with the installation
Recommended Installation - Allows you to install the application with the default configurations.
AppViewX is installed at /nome/appviewx/appviewx by default and to install in the custom location,
enter the path in the respective field.
* You have an option to enable/disable the following modules before you proceed with the installation.

« Insight - To receive the detailed and up-to-the-minute reports containing statuses and statistics for
all the devices, certificates, and SSH managed within the AppViewX platform.
* Logging - To view the Syslogs for all the devices added and managed within the AppViewX

platform.

Custom Installation: Allows you to install AppViewX based on the deployment plan that meets your

requirements.
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- Before you proceed with the installation, upload the deployment configuration file (in JSON format)
that was provided by the AppViewX support team. After the file is uploaded, the visual representation
of the deployment structure is displayed.

* Click Proceed to continue the installation process.

The following are the various stages of an installation process:
a. Pre-installation setup
b. Prerequisite check
c. Installing packages
d. Starting services
e. Enabling monitoring services
f. Enabling use cases
g. Status
10. During the pre-installation set up, ensure that the following are validated:
» The SSH key is shared across the nodes in the case of a multi-node.
* The user has read/write permissions for the installation path in the nodes.
- Data in the AppViewX installation directory.
« An error message will be displayed if any data is available in the installation directory. Click Proceed
to clear the data from the directory and continue with the installation process.
« If Step a or b. fails, then the installation process will be stopped.
The installation process will start after the pre-requisite check is completed.
11. After the installation is completed, click on the Launch AppViewX button to open the application.

Note: If the installation process fails at any of the stages, you will have an option to re-trigger
installation from the stage where it is stopped.

* The error statuses are clickable and a pop-up screen will display all the corresponding details.
* The progress of the installation will be displayed.

Administrator Tasks

After the installation is successful, you can perform the following tasks from the admin portal:
* View the Status

+ Configure a Virtual IP
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 Configure an SSL

* Manage the Components

View the Status

The live status of the components will be displayed.

+ Green indicates that the components up and running.

 Red indicates that the components are down.

To update the live status of the components, click the Refresh button.

Configure a Virtual IP

AppViewX Admin Portal

[ Note: This is applicable only for multinode

1. You can enable/disable the VIP for Web and Gateway.
2. After you enable, provide a URL and click Proceed.

The components will be restarted and the status will be displayed.

Configure an SSL

1. Upload the certificate and enter the password.
2. Click Proceed.

The components will be restarted and the status will be displayed.

Manage the Components

You can start, stop, and restart all the components.

1. Select the components on which you want to perform start, stop, or restart actions and click Proceed.

2. If the admin portal is down, add the command ./appviewx --portal to start and a new password will be

generated.
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Chapter 11: Alerts

* Infrastructure Alerts

* Enable Email Alert if the appviewx.conf File was Tampered with

Infrastructure Alerts
» Hard Disk Reaching Critical Limits

Hard Disk Reaching Critical Limits

When the hard disk usage is more than 99% then the gateway will enter sleep mode. In this mode, no
new requests will be entertained and the following error banner will be displayed in the Web Ul.

= apoviewl Tuw Jun T2 3008 18 33042 CAIT w30 (15T i 7 ]

Sinfus: SN _GW 50T Serecs unavaisbie, unabin m pmoess request Flanse miry sfier someime 1B =T 0 Enimiess

L Strant 249 Erewai WAE Semich Rogisr Frcany Cloud (1= = .

When the gateway is in sleep mode, the API's will receive the following response:

{"response":{"appStatusCode":"GW_507","message":"Gateway is in sleep mode. Disk usage is
critically high. Please try after resolving the issue"}}

Enable Email Alert if the appviewx.conf File was Tampered
with

To enable an email alert if the appviewx.conf file has tampered:

1. Go to <avx_installed_path>/conf

2. Go to the appviewx.conf file using the following command to add the new plugin to that has to be
installed: $ vi appviewx.conf
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3. Update the following SMTP fields in the appviewx.conf file:
* SMTP_SERVER = <email server>:<port>
* SMTP_SENDER_USER = <sender email address>
« SMTP_RECEIVER_USER = <sender email address>
4. Execute the following command to get the appviewx.conf file email alert if the file is tampered:
.Jappviewx --conf_change_alert cron

5. To set the command in crontab, complete the following steps:
crontab -e

<cron freq> cd /home/appviewx/appviewx/scripts && ./appviewx --conf_change_alert
cron 2>>/home/appviewx/appviewx/logs/cron_logs 1>/dev/null

wq
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Chapter 12: Appendix

« Appendix A: AppViewX Operational Commands

» Appendix B: AppViewX Stack Plugins List and Default Ports
» Appendix C: Firewall Rules

» Appendix D: General Setup Default Ports

» Appendix E: Error Codes

» Appendix F: AppViewX Component Descriptions

Appendix A: AppViewX Operational Commands

For operational assistance in the Command Line Interface, use the following commands in the scripts
directory: for example, /appviewx/appviewx.

appviewx - - status all Check the status of all plugins

appviewx - - start all Start all plugins

appviewx - - stop all Stop all plugins

appviewx - - start <plugin_ name> Start Database, Web, or Gateway, Scheduler, Queue
appviewx - - stop <plugin_ name> Stop Database, Web, or Gateway, Scheduler, Queue
appviewx - - start plugins <plugin_ Start a particular plugin

name>

appviewx - - stop plugins <plugin_ Stop a particular plugin

name>

appviewx - - start plugins Start all plugins

appviewx - - stop plugins Stop all plugins

appviewx - - start <plugin_name> Start all plugin in the particular host machine
$(hostname -i)

appviewx - - stop <plugin_name> Stop all plugin in the particular host machine
$(hostname -i)
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appviewx - - start plugins <plugin_

name> $(hostname -i)

Appendix

Start a particular plugin in the particular host machine

appviewx - - stop plugins <plugin_

name> $(hostname -i)

Stop a particular plugin in the particular host machine

appviewx - - start plugins $(hostname

_|)

Start all plugins in the particular host machine

appviewx - - stop plugins $(hostname

i)

Stop all plugins in the particular host machine

appviewx - - conf-sync

Sync the configuration file from one host to another host

appviewx - - initialize all

Initialize all plugins after a specific configuration update

appviewx - - prerequisite

Check the prerequisite of all hosts

appviewx - - prerequisite $(hostname

i)

Check the prerequisite of a particular host

appviewx - - restart <plugin_name>

Restart a particular plugin

appviewx - - restart plugins

<plugin_name>

Restart a particular plugin

appviewx - - restart all

Restart all plugins

appviewx - - enable-https <all> or

<gateway> or <web> or <plugin>

Enable SSL on the plugins

appviewx - - disable-https <all> or
<gateway> or <web> or <plugins>

Disable SSL on the plugins

appviewx - - databasebackup <Backup
path>

Trigger a backup

appviewx - - databaserestore <Path of
the backup archive>

Restore an already available backup archive

appviewx - - databaseimport fresh

Insert dbscripts for fresh installation

appviewx - - databaseimport upgrade

<version>

Insert dbscripts for an upgrade from an older version

appviewx --change-db-password

Functionality to change the DB password
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appviewx --update-node-password

Functionality to update the encrypted node password in the
conf file

appviewx --db-execution

Functionality to execute a .js file

appviewx --sync-files

Functionality to sync directories/files across nodes

appviewx --plugin-heapinfo <IP>

Fetch the maximum and the minimum heap sizes of all the
available plugins from a specific node

appviewx --plugin-heapinfo

Fetch the maximum and the minimum heap sizes of all the
available plugins across all the cluster node setup

appviewx --plugin-heapinfo
<plugin_name>

Fetch the maximum and the minimum heap sizes of a
particular plugin across all the cluster node setup

appviewx --gw-api-form

Execute the gateway API

appviewx --update-plugin-heapsize

Add and update the heap size for each plugin across all the
nodes

appviewx --update-plugin-loglevel

Update the log level for each plugin across all the nodes

--license host-fetch

Fetch the hostname on which the license needs to be

generated

--license host-update

Update the hostname for the new license

--db-shell <username>

Provision to access and query the database

appviewx --start avx_platform_elastic

Start the elastic search component across all the cluster nodes

appviewx --start avx_platform_elastic

<|P>

Start the elastic search component for a single node

appviewx --stop avx_platform_elastic

Stop the elastic search component across all the cluster nodes

appviewx --stop avx_platform_elastic

<|P>

Stop the elastic search component for a single node

appviewx --restart avx_platform_elastic

Restart the elastic search component across all the cluster
nodes

appviewx --restart avx_platform_elastic

<|P>

Restart the elastic search component for a single node
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appviewx --status avx_platform_elastic

Check the status of the elastic search component across all
the cluster nodes

appviewx --status avx_platform_elastic

<|P>

Check the status of the elastic search component for a single
node

appviewx --elastic -passwd-update

Change the password of elastic search component for the
admin user

appviewx --version

View the version of all the components used in the application

appviewx --view_logs <Transaction |D>

View the logs associated with a specific transaction ID

appviewx --gwrefresh mask

View the status of gateway components

appviewx --buildinfo <component>

View the build information of AppViewX components

appviewx --start avx_platform_vault

Start the vault component across all the nodes

appviewx --start avx_platform_vault

<|P>

Start the vault component for a specific node

appviewx --start avx_platform_consul

server

Start the avx_platform_consul server across all the nodes

appviewx --start avx_platform_consul

client

Start the avx_platform_consul client across all the nodes

Appendix B: AppViewX Stack Plugins List and Default Ports

avx_platform_database 5000 TCP | Bi-directional | Yes
avx_platform_core 5001 TCP |Bi-directional | Yes
avx_config_server 5012 TCP |Bi-directional | Yes
avx_platform_queue 5002 TCP | Bi-directional | Yes
avx_platform_web 5004 TCP |Bi-directional | Yes
avx_platform_syslog 5005 TCP |Bi-directional | Yes
avx_platform_syslog_receiver |5006 TCP |Bi-directional | Yes
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avx_platform_report_generator | 5008 TCP | Bi-directional | Yes
avx_platform_amc 5009 TCP | Bi-directional | Yes
avx_platform_gateway 5300 TCP | Bi-directional | Yes
avx_platform_scheduler 5600 TCP | Bi-directional | Yes
avx_platform_logs 5514 UDP | Bi-directional | Yes
avx_platform_elastic 5500/5550 | TCP |Bi-directional | Yes
avx_platform_consul 5902/5912 | TCP |Bi-directional | Yes
avx_platform_vault 5920/5921 | TCP |Bi-directional | Yes
avx_subsystems 5100 TCP | Bi-directional | Yes
avx_subsystem_adc 5101 TCP | Bi-directional | Yes
avx_subsystem_automation 5102 TCP |Bi-directional | Yes
avx_subsystem_certificate 5103 TCP | Bi-directional | Yes
avx_subsystem_dns 5104 TCP | Bi-directional | Yes
avx_subsystem_misc_devices 5105 TCP |Bi-directional | Yes
avx_subsystem_others 5106 TCP | Bi-directional | Yes
avx_subsystem_router 5107 TCP | Bi-directional | Yes
avx_subsystem_security 5108 TCP |Bi-directional | Yes
avx_subsystem_ssh 5109 TCP | Bi-directional | Yes
avx_subsystem_switch 5110 TCP | Bi-directional | Yes
avx_subsystem_waf 5111 TCP | Bi-directional | Yes
avx_subsystem_proxy 5112 TCP | Bi-directional | Yes
avx_subsystem_cloud 5113 TCP | Bi-directional | Yes
avx_insight_subsystem_adc 5114 TCP | Bi-directional | Yes
avx_subsystems_ui 5115 TCP | Bi-directional | Yes
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avx_subsystem_adc_ui 5116 TCP | Bi-directional | Yes
avx_vendors 5200 TCP | Bi-directional | Yes
avx_vendor_al0 5201 TCP | Bi-directional | Yes
avx_vendor_amazonelb 5202 TCP | Bi-directional | Yes
avx_vendor_automation 5203 TCP | Bi-directional | Yes
avx_vendor_avi 5204 TCP | Bi-directional | Yes
avx_vendor_bigiq 5205 TCP | Bi-directional | Yes
avx_vendor_cert_app 5206 TCP | Bi-directional | Yes
avx_vendor_cert_network_discovery | 5207 TCP | Bi-directional | Yes
avx_vendor_cert_ca 5208 TCP | Bi-directional | Yes
avx_vendor_cert_hsm_safenet 5209 TCP | Bi-directional | Yes
avx_vendor_cert_server 5210 TCP | Bi-directional | Yes
avx_vendor_citrix 5211 TCP | Bi-directional | Yes
avx_vendor_dns-bind 5212 TCP | Bi-directional | Yes
avx_vendor_dns-qip 5214 TCP | Bi-directional | Yes
avx_vendor_dns-infoblox 5213 TCP | Bi-directional | Yes
avx_vendor_f5 5215 TCP | Bi-directional | Yes

avx_vendor_fortigate 5216 TCP | Bi-directional | Yes
avx_vendor_fortimanager 5217 TCP | Bi-directional | Yes
avx_vendor_fw-checkpoint 5218 TCP | Bi-directional | Yes
avx_vendor_fw-cisco-asa 5221 TCP | Bi-directional | Yes
avx_vendor_fw-f5-afm 5222 TCP | Bi-directional | Yes
avx_vendor_fw-juniper 5223 TCP | Bi-directional | Yes
avx_vendor_fwstat_southbound |[5224 TCP | Bi-directional | Yes
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avx_vendor_haproxy 5225 TCP | Bi-directional | Yes
avx_vendor_misc_devices 5226 TCP | Bi-directional | Yes
avx_vendor_nginxplus 5227 TCP | Bi-directional | Yes
avx_vendor_others 5228 TCP | Bi-directional | Yes
avx_vendor_paloalto 5229 TCP | Bi-directional | Yes
avx_vendor_panorama 5230 TCP | Bi-directional | Yes
avx_vendor_router_cisco 5231 TCP |Bi-directional | Yes
avx_vendor_router_juniper 5232 TCP | Bi-directional | Yes
avx_vendor_ssh_aws 5233 TCP |Bi-directional | Yes
avx_vendor_ssh_f5 5234 TCP |Bi-directional | Yes
avx_vendor_ssh_linux 5235 TCP |Bi-directional | Yes
avx_vendor_switch_arista 5236 TCP |Bi-directional | Yes
avx_vendor_switch_cisco 5237 TCP |Bi-directional | Yes
avx_vendor_switch_juniper 5238 TCP |Bi-directional | Yes
avx_vendor_waf-f5 5239 TCP |Bi-directional | Yes
avx_subsystems_syn 5117 TCP |Bi-directional | Yes
LOGGING_TOOL_PORT 4712 TCP | Bi-directional | Yes
avx_vendor_cloud 5240 TCP |Bi-directional | Yes
avx_platform_logforwarding 5010 TCP |Bi-directional | Yes
avx_visual_page_ builder 5011 TCP |Bi-directional | Yes
avx_vendor_proxy_squid 5241 TCP |Bi-directional | Yes
avx_vendor_cisco_ace 5242 TCP |Bi-directional | Yes
avx_vendor_cert_est_agent 5013 TCP |Bi-directional | Yes
avx_vendor_cert_intune_agent | 5014 TCP | Bi-directional | Yes
avx_vendor_cert_acme_agent [5015 TCP | Bi-directional | Yes
avx_vendor_cert_scep_agent 5250 TCP |Bi-directional | Yes
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avx_vendor_cert_ mdm 5252 TCP |Bi-directional | Yes
avx_vendor_akamai 5253 TCP |Bi-directional | Yes
avx_vendor_ssh_windows 5254 TCP |Bi-directional | Yes
avx_insight_vendor 5243 TCP | Bi-directional | Yes
avx_insight_vendor_f5 5244 TCP | Bi-directional | Yes
avx_insight_vendor_citrix 5245 TCP | Bi-directional | Yes
avx_insight_vendor_al0 5246 TCP | Bi-directional | Yes
avx_insight_statistics_bot 5247 TCP | Bi-directional | Yes

Appendix C: Firewall Rules

Big IP LTM/GTM IP Any Big IP LTM/ | avx_platform_logs(logstash) | 5514(Default | UDP Inbound
GTM IP IPs port)

Web Load balancer(VIP) Any LoadBalancer | AppViewX Web nodes 5004 TCP Inbound
of Web VIP

Logstash(avx_platform_logs) | 5512 Logstash IP | KAFKA node Any UDP Outbound

SCEP supported network Any Network AppViewX SCEP Plugin 5250 TCP Inbound

devices Device IP

Open the below port to access the web application:

Web 5004, 5550, 5555 and 5556 | TCP

Inbound

The below rules are for internal communication between AppViewX components:
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MongoDB 5000 TCP Inbound
avx_platform_consul |5901, 5902, 5903, 5904, 5905, 5910, 5911, 5912, 5913, TCP Inbound
5914 and 5915
avx_platform_vault 5920 and 5921 TCP Inbound
plugins 5001, 5002, 5008, 5100, 5200, 5207, and 5250 TCP Inbound
avx_platform_gateway | 5300 TCP Inbound
The below rules are for syslog communication between AppViewX components:
Logstash 5512 and 5514 | TCP Inbound
avx_platform_syslog 5005 TCP Inbound
avx_platform_syslog_receiver | 5006 TCP Inbound
The below rules are for insight operation between AppViewX components:
Elasticsearch 5500 and 5550 | TCP Inbound
avx_insight_subsystem_adc | 5114 TCP Inbound
avx_insight_statistics_bot | 5247 TCP Inbound
Note: Make sure the outbound ports are not open.
Appendix D: General Setup Default Ports
HTTPS 443 TCP | Bi-directional No
SSH 22 TCP | Bi-directional Yes
LDAP 386 TCP | Inbound No
LDAPS 636 TCP | Inbound No
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Radius Authentication | 1812, 1646 | UDP | Inbound No
Radius Account 1813, 1646 |[UDP |Inbound No
TACACS 49 TCP | Inbound No
SYSLOG 9514 TCP | Bi-directional No
TRAP 9164 TCP | Bi-directional No
SMTP (Email) 25 TCP | Bi-directional Yes
SNMP 4162 TCP | Inbound No

Appendix E: Error Codes

« HTTP Codes

 License Error Codes

HTTP Codes

* 401 - Unauthorized

* 403 - Forbidden

» 404 - Requested APl is not found

* 429 - VM cannot serve any more requests
* 500 - Internal server error

* 501 - Not implemented

» 503 - Service unavailable

* 504 - Gateway timeout

» 507 - Insufficient storage

License Error Codes

LICENSE_ERROR_001 | Unable to decrypt license

LICENSE_ERROR_002 | Hostname not found

LICENSE_ERROR_003 | The license has already expired
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LICENSE_ERROR_004

Given license is invalid

LICENSE_ERROR_005

An unexpected error has occurred during license upload preview

LICENSE_ERROR_006

An unexpected error has occurred during license upload

LICENSE_ERROR_007

An unexpected error has occurred during license activation

LICENSE_ERROR_008

Unable to find the workflow linked to the license

LICENSE_ERROR_009

License Activation Failed: Please contact AppViewX support

LICENSE_ERROR_010

License Activation Failed: Please contact AppViewX support

LICENSE_ERROR_011

Unable to perform a backup before uploading the license

LICENSE_ERROR_012

License Activation Failed: Please contact AppViewX support

LICENSE_ERROR_013

License Activation Failed: Please contact AppViewX support

LICENSE_ERROR_014

License Activation Failed: Please contact AppViewX support

LICENSE_ERROR_015

License Activation Failed: Please contact AppViewX support

LICENSE_ERROR_016

License Activation Failed: Please contact AppViewX support

LICENSE_ERROR_017

License Activation Failed: Please contact AppViewX support

LICENSE_ERROR_018

License Activation Failed: Please contact AppViewX support

LICENSE_ERROR_019

Unable to generate job ID for a scheduler

LICENSE_ERROR_020

License Activation Failed: Please contact AppViewX support

LICENSE_ERROR_021

An error has occurred during database communication

LICENSE_ERROR_022

Unable to encrypt license or related data

LICENSE_ERROR_023

License Activation Failed: Please contact AppViewX support

LICENSE_ERROR_024

LICENSE_ERROR_025

License Activation Failed: Please contact AppViewX support

LICENSE_ERROR_026

License Activation Failed: Please contact AppViewX support

LICENSE_ERROR_027

License Activation Failed: Please contact AppViewX support

LICENSE_ERROR_028

Temporary license not found

LICENSE_ERROR_029

Unable to fetch license version

LICENSE_ERROR_030

License Activation Failed: Please contact AppViewX support
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LICENSE_ERROR_031 | License Activation Failed: Please contact AppViewX support

Appendix

LICENSE_ERROR_032 | License rollback failed

Appendix F: AppViewX Component Descriptions

avx_platform_database General Store the data in the database

avx_platform_core General Authenticate and authorize the Connected Platform,
which collects the AppViewX usage report based on
the predefined metrics

avx_platform_queue General Queue for all the async calls

avx_platform_web General Front end of an application

avx_platform_syslog General Route syslogs to the subsytems

avx_platform_syslog_receiver General Receive the syslogs from the managed devices

avx_platform_amc General Manage (Component Upgrade) AppViewX
components through GUI

avx_platform_report_generator General Generates reports in PDF format

avx_platform_gateway General The communication gateway for many loosely coupled
server components of AppViewX that form a micro
service cluster

avx_platform_scheduler General Triggers the scheduled jobs.

avx_platform_vault General HashiCorp vault instance for encryption/decryption of
data

avx_platform_consul (client) General HashiCorp consul client instance to route the requests
from the vault to a primary consul server in cluster

avx_platform_consul (server) General HashiCorp consul server instance to store the vault's
internal data

avx_platform_logs General Manages the heavy traffic syslog data from the

devices
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avx_platform_elastic General Hosts the elasticsearch component as a service and
store data
avx_subsystems North An orchestrator for all the South Bounds
Bound
avx_subsystem_adc North An orchestrator plugin that receives calls from the
Bound WEB or external consumers via gateway and routes
it to the southbound plugins. It contains all the ADC
specific business logics.
avx_subsystem_automation North An automation service capability of AppViewX
Bound achieved through APS, Workflow, and AppVision
avx_subsystem_certificate North An orchestrator for all the South Bounds
Bound
avx_subsystem_dns North An orchestrator for all DNS vendor plugins
Bound

avx_subsystem_misc_devices North

Manage the servers and other devices. The

Bound responsibility is shared by both misc_device and
certificate subsystems
avx_subsystem_others North An orchestrator for all others plugins
Bound
avx_subsystem_router North An orchestrator for all the Router related vendor
Bound plugins and it contains AppViewX specific business
logics
avx_subsystem_security North An orchestrator for all the Firewall vendor plugins
Bound
avx_subsystem_ssh North An orchestrator for all the SSH related South Bounds
Bound
avx_subsystem_switch North An orchestrator for all the Switch related vendor
Bound plugins and it contains AppViewX specific business
logics
avx_subsystem_waf North An orchestrator for all WAF vendor plugins
Bound
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avx_subsystem_proxy North An orchestrator for all Proxy vendor plugins
Bound
avx_subsystem_cloud North An orchestrator for Cloud South Bounds
Bound
avx_insight_subsystem_adc North The plugin contains ADC-Insight related business
Bound logics and also, it routes requests to the vendor
plugins
avx_subsystems_ui North Dedicated plugin to support only Ul requests
Bound
avx_subsystem_adc_ui North To serve the Ul request of ADC
Bound
avx_vendors South Communicates with the vendor to manage the devices.
Bound
avx_vendor_al0 South The plugin contains the A10 vendor specific
Bound communication and parsing logic for all versions
avx_vendor_amazonelb South The plugin contains Amazon ELB vendor specific
Bound communication and parsing logic for all versions
avx_vendor_automation South The southbound plugin to support the Rest and SSH
Bound access in the device for automation requests
avx_vendor_avi South The plugin contains AVI vendor specific
Bound communication and parsing logic for all versions
avx_vendor_bigiq South The plugin contains BIG 1Q vendor specific
Bound communication and parsing logic for all versions
avx_vendor_cert_app South Communicates with the end devices based on the
Bound requests from Certficate subsystem
avx_vendor_cert_ca South Communicates with all the external/internal Certificate
Bound Authorities
avx_vendor_cert_hsm_safenet South Communicates with the SafeNet HSM device
Bound
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avx_vendor_cert_server South Communicates with the Server end points
Bound

avx_vendor_citrix South The plugin contains Citrix vendor specific
Bound communication and parsing logic for all versions

avx_vendor_dns-bind South Communicates with the DNS bind
Bound

avx_vendor_dns-qip South Communicates with the DNS qip
Bound

avx_vendor_dns-infoblox South Communicates with the DNS infoblox device
Bound

avx_vendor_f5 South The plugin contains the F5 vendor specific
Bound communication and parsing logic for all versions

avx_vendor_fortigate South Communicates with the Fortigate device and it has
Bound parsing logic

avx_vendor_fortimanager South Communicates with the Fortimanager device and it
Bound has parsing logic

avx_vendor_fw-checkpoint South Communicates with the Checkpoint device and it has
Bound parsing logic

avx_vendor_fw-cisco-asa South Communicates with the Cisco device and it has
Bound parsing logic

avx_vendor_fw-f5-afm South Communicates with the F5-AFM device and it has
Bound parsing logic

avx_vendor_fw-juniper South Communicates with the Juniper device and it has
Bound parsing logic

avx_vendor_haproxy South The plugin contains the HAProxy vendor specific
Bound communication and parsing logic for all versions

avx_vendor_misc_devices South Communicates with the server and other device types
Bound in general

avx_vendor_nginxplus South The plugin contains the Nginx vendor specific
Bound communication and parsing logic for all versions
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avx_vendor_others South Communicates with the generic device types
Bound

avx_vendor_paloalto South Communicates with the Paloalto device and it has
Bound parsing logic

avx_vendor_panorama South Communicates with the Panorama device and it has
Bound parsing logic

avx_vendor_router_cisco South The plugin contains the Cisco router specific
Bound communication logic

avx_vendor_router_juniper South The plugin contains the Juniper router specific
Bound communication logic

avx_vendor_ssh_aws South Communicates with the Linux devices in AWS
Bound

avx_vendor_ssh_f5 South Communicates with the F5 devices
Bound

avx_vendor_ssh_linux South Communicates with the Linux devices (multi-flavor)
Bound

avx_vendor_switch_arista South The plugin contains the Arista switch specific
Bound communication logic

avx_vendor_switch_cisco South The plugin contains the Cisco switch specific
Bound communication logic

avx_vendor_switch_juniper South The plugin contains the Juniper switch specific
Bound communication logic

avx_vendor_waf-f5 South Communicates with the F5 device to manage ASM
Bound policies and holds parsing logic

avx_vendor_cloud South Communicates with the cloud in general
Bound

avx_vendor_proxy_squid South Communicates with the proxy squid system
Bound

avx_vendor_cisco_ace South The plugin contains the Cisco ACE vendor specific
Bound communication and parsing logic for all versions
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avx_insight_vendor South The plugin contains the statistics parsing logic of the
Bound F5,Citrix, and A10 vendors

avx_insight_vendor_f5 South The plugin contains the statistics parsing logic of F5
Bound vendor

avx_insight_vendor_citrix South The plugin contains the statistics parsing logic of Citrix
Bound vendor

avx_insight_vendor_al0 South The plugin contains the statistics parsing logic of A10
Bound vendor

avx_insight_statistics_bot South The plugin responsible for complete statistics
Bound collection process and it runs as a separate service

avx_vendor_fwstat_southbound | South The plugin used for collecting firewall statistics from
Bound the devices

avx_vendor_cert_scep_agent South Certificate auto enrollment for scep protocol
Bound

avx_vendor_cert_mdm South The plugin resposible to interact with the MDM end
Bound points.

avx_vendor_akamai South The plugin responsible to hold the akamai vendor
Bound specific communication and parse the logic for all the

vendors.

avx_vendor_ssh_windows South Interacts with the windows machine to retrieve the
Bound details and will perform all the SSH communications.

Avx_config_server South standalone plugin, fetch the application related
Bound properties from the database

Avx_vendor_cert_est_agent South Certificate auto-enrollment for est protocol
Bound

Avx_vendor_cert_intune_agent | South Certificate auto-enrollment for intune protocol
Bound

Avx_vendor_cert_acme_agent |South Certificate auto-enrollment for acme protocol
Bound
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Chapter 13: Frequently Asked Questions (FAQS)

AppViewX Guideline

Agent Installation

Fetch Templates and Object IDs
Additional Notes

AppViewX Guideline

The user name must be provided as username@DomainName.

Agent Installation

f you encounter the following error message: Powershell script must be executed with administrator
permissionusing the following command: start-process msiexec.exe -wait -ArgumentList '/l <FolderPath with the MSI file

and certification> /QN /L*V <logFilePath> DEFAULT="1"

Fetch Templates and Object IDs

To fetch the templates and object IDs from the Microsoft CA and upload them to AppViewX:

1. Open the Windows machine where Microsoft Enterprise CA is installed.

2. Click the Start button, search for PowerShell and open Powershell.

3. Execute the following command to get CA templates and object IDs as a CSV file: Get-CATemplate |
Export-Csv -Path ms_ca_templates_and_oids.csv -NoTypelnformation

4. Execute the command start to open the folder containing ms_ca_templates_and_oids.csv.

5. In the Windows Explorer that opens, find the file ms_ca_templates_and_oids.csv and copy it to
AppViewX.

6. Upload the file to the Microsoft Enterprise CA Settings page.

Additional Notes

The discovery of the current user certificate will use the user account information configured in AppViewX.
If it is not configured, then it will use the user account information on the agent server.
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